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Preface

D Y Patil College of Engineering, Akurdi, Pune (DYPCOE) has been recognized for providing quality education
in Maharashtra for the past 40 years. With a commitment to academic excellence and a vision for the future,
DYPCOE is now boarding a new journey towards Autonomy, in line with the latest educational reforms. The
Institute is dedicated to the effective implementation of the New Education Policy (NEP) 2020, as per the guidelines
by the Government of Maharashtra. This initiative is aimed at fostering the holistic development of our students,
ensuring they are well-equipped to meet the challenges of the 21st century.

The present syllabus details the first-year engineering (SY) syllabus, meticulously designed to align with the NEP
2020 and effective from the academic year 2024-25. The curriculum is structured to provide a robust foundation
through Engineering Science Courses. It also integrates Vocational and Skill Enhancement Courses, Ability
Enhancement Courses, the Indian Knowledge System, and co-curricular Liberal Learning courses. This

comprehensive approach aims to cultivate well-rounded engineers who are adaptable to Internationalization.

One of the key highlights of this syllabus is its emphasis on Experiential Learning and hands- on experience. By
integrating theoretical knowledge with practical laboratory sessions, we aim to enhance the learning process and
foster a deeper understanding of core concepts. Additionally, the curriculum promotes research and innovation by

encouraging students to engage in project-based learning.

The development of this curriculum has been a collaborative effort, and we owe a debt of gratitude to all those who
have contributed to its creation. Our sincere thanks go to the Management, Steering Committee Members, Heads
of Departments, and the Board of Studies chairpersons and members for their invaluable input and dedication. Their

collective expertise and commitment have been instrumental in shaping this curriculum.

We are confident that this new curriculum will pave the way for our students to achieve academic excellence and

holistic development, preparing them to thrive in an ever-evolving global landscape.

Dr A. J. Patankar Dr. Pritee Patil Dr P Malathi
BOS Chairman Dean Academics Principal
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. Avrtificial Intelligence and Data Science

N

. Civil Engineering

3. Computer Engineering

4. Electronics and Telecommunication Engineering
5. Information Technology

6. Instrumentation and Control Engineering

7. Mechanical Engineering

8. Robotics and Automation
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Abbreviations and Definitions

NEP: National Education Policy

PEO: Program Educational Objectives

PO: Program Outcomes

PSO: Program Specific Outcomes

CO: Course Outcomes

BSC: Basic Science Courses

ESC: Engineering Science Courses

VSEC: Vocational and Skill Enhancement Courses

EEM: Entrepreneurship/Economics and Management

OE: Open Elective

MDM: Multidisciplinary Minor

VEC: Value Education Course

NC: Non-Credit

FP: Field Project

AEC: Ability Enhancement Courses

CC: Co-Curricular Courses

IKS: Indian Knowledge System

HSSM: Humanities Social Science and Management

PCC: Program Core Course

PEC: Program Elective Course

CCA: Continuous Comprehensive Assessment

ESE: End Semester Examination

L: Lecture T: Tutorial P: Practical SL: Self Learning Cr: Credit
FY: First Year SY: Second Year TY: Third Year BY: Final Year
Group A: Computer, IT and AIDS

Group B: ETC, Instrumentation and Robotics and Automation,
Group C: Civil and Mechanical

Group I: Civil, Mech, Robotics and Automation, Instrumentation

Group IlI: Computer, IT, AIDS, ETC,
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Cycle I: Computer, IT and AIDS

Cycle II: Civil, Mech, Robotics and Automation, ETC, Instrumentation
Group A: Computer, IT and AIDS

Group B: ETC, Instrumentation and Robotics and Automation,

Group C: Civil and Mechanical

Group I: Civil, Mech, Robotics and Automation, Instrumentation
Group I1: Computer, IT, AIDS, ETC,

Cycle I: Computer, IT and AIDS

Cycle II: Civil, Mech, Robotics and Automation, ETC, Instrumentation
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Detailed Syllabus
Sr. No.| Course Code Course Title Page No
1. |Pccs Operating System 10
2. |PCC8 Operating System Lab 14
3. |PCC9 Machine Learning and Deep Learning 18
4. |PCC9 Machine Learning and Deep Learning Lab 22
5. |PCC10 DevOps 26
6. |PCCI0 DevOps Lab 30
7. |PEC111 Fundamentals of Al 34
8. |PEC11.1 Fundamentals of Al Lab 33
9. |PEC112 Security Analytics 42

10. |PEC112 Security Analytics Lab 46
11. |PEC113 Advanced Computer Architecture 50
12. |PEC113 Advanced Computer Architecture Lab 53
13. |PEC114 Cryptography and Network Security 56
14. |PEC114 Cryptography and Network Security Lab o9
15. |MDM3 Cyber Laws and Ethical Hacking 63
16. |OE3 Data Visualization 67
17. |NC5 Non-Credit Course- Prompt Engineering 70

Non-Credit Course- Aptitude & Technical Maste

18. INC6 for Placements- Il g i 4
19. |PCC11 Data Science and Big data Analytics 77
20. |PCC11 Data Science and Big data Analytics Lab 80
21. |PCC12 Theory of Computation 83
22. |PCC13 Cloud Computing 87
23. |PEC221 Natural Language Processing 91
24. |PEC221 Natural Language Processing Lab 95
25. |PEC22.2 Network Security and Monitoring 93
26. |PEC222 Network Security and Monitoring Lab 102
27. |PEC223 Hybrid Computing 106
28. |PEC22.3 Hybrid Computing Lab 110
29. |PEC224 Block-Chain Architecture and Smart Contract 114
30. |PEC224 Block-Chain Architecture and Smart Contract Lab 118
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Sr No | Course Code Course Title Page No
31. |PEC33.1 Computer Vision 122
32. |PEC33.1 Computer Vision Lab 126
33. |PEC33.2 Human Computer Interaction 131
34. |PEC332 Human Computer Interaction Lab 134
35 [PEC333 Internet of Things 137
36. |PEC333 Internet of Things Lab 140
37. |MDM4 Artificial Intelligence in Cyber Security 144
38. |VSEC4 Cloud Application Development 148
39. |NC7 Non-Credit Course-MOOC’S 152
40._|Ncs Placerents- IV oLt Applicaion Develgpment 153
41 |EXIT0//2 Multiple Entry and Multiple Exit 156
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Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
Course Code C_Ic_)%:e Course L |THl P orl Bxam y
(Hr) |(Hr)| (Hr) Max |Min Marks for Max Min Marks
% [Passing %  for Passing
1T124PC501 PCC8 |Operating Syst 3 0 0 3 CcE 0 20 40
perating System ESE 50 20
. CCE 50 20 A0
1T124PC502 PCC8 |Operating System Lab 0 0 2 1 ESE 50 20
Machine Learning and Deep CCE 50 20
IT124PC503 PCC9 Learning 3 0 0 3 ESE 0 0 40
Machine Learning and Deep CCE 50 20
IT124PC504 PCC9 LLeaming Lab 0 0 2 1 ESE 0 20 40
1T124PC505 PCC10 |DevO| 3 0 0 8 cCE >0 20 40
=R ESE | 50 | 20
PCC1 0 b 0 0 2 1 CeE 0 2 40
IT124PC506 CC10 |DevOps Lal ESE = 20
IT124PES07-A | PEC1.1 |Fund tals of Al 3 0 0 3 cCE >0 2 40
- . undamentals o =3 5 %
CCE 50 20
IT124PE508-A | PECL1.1 |Fundamentals of Al Lab 0 0 2 1 ESE =) 20 40
] ] CCE 50 20
IT124PES07-B | PEC1.2 ([Security Analytics 3 0 0 8 ESE 50 20 40
C12 . . CCE 50 20
IT124PE508-B | PEC1.2 |Security Analytics Lab 0 0 2 1 ESE 50 20 40
Advanced CCE 50 20
IT124PES07-C | PECL3 Computer Architecture g L L E ESE 50 20 40
CCE 50 20
Advanced
IT124PE508-C | PEC1.3 Computer Architecture Lab 0 0 2 1 ESE 50 20 40
CCE 50 20
IT124PES07-D | PEC1.4 |Cryptography and Network Security 3 0 0 3 ESE 0 0 40
Cryptography and Network Security CCE 50 20
IT124PES08-D | PEC1.4 Lab 0 0 2 1 ESE ) 20 40
. . a . . A CCE 50 20
IT124MD509 | MDMS3 [Cyber Laws and Ethical Hacking ESE 50 20 40
IT1240E510 OE3 |Data Visualizati 2 0 0 2 CcE >0 2
ata Visualization ESE 0 20 40
IT124NC511 | NC5 | Non-Credit Course- Prompt ool 2o | cce 50 | 20| 20
Engineering
Non-Credit Course- Aptitude &
IT124NC512 MEE Technical Mastery for Placements- 111 0 0 2|0 CCE 50 20 20
Total Credits 27 | 0] 18 | 22
Hrs
Theory 27
Pract/Lab| 18
Total 45
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Teaching Scheme Evaluation Scheme
Course Theory Marks Practical Marks
Course Code Type Course L T p|cr
(Hr) (Hr) (Hr) Exam Min Marks for 9 Min Marks
I\{’I/ix Passing Max% for Passing
IT124PC601 | PCC11 |Data Science and Big Data Analytics 3 0 0| 3 CCE | 50 20 40
g W ESE | 50 | 20
CCE 2
IT124PC602 | PCC11 |Data Science and Big Data Analytics Lab 0 0 2 1 ESE :8 2(()) 40
] CCE [ 50 20
IT124PC603 | PCC12 |Theory of Computation 3 0 0| 3 40

ESE | 50 20

CCE
IT124PC604 | PCC13 [Cloud Computing 3 0 0| 3 0 20 40
ESE | 50 20

CCE | 50 20

IT124PE605-A | PEC2 2.1 | Natural Language Processing 3] 0 0| 3 ESE | 50 20 40
. CCE 50 20
IT124PE606-A | PEC2 2.1 Natural Language Processing Lab 0 0 2 1 40
ESE 50 20
IT124PE605-B Network Security and Monitori 3] 0 0| 3 coz || = 2 40
3 PEC2 2.2 |Network Security and Monitoring EsE | 50 20
IT124PE606-B | PEC2 2.2 | Network Security and Monitoring Lab 0 0 2 1 CCE 50 20 40
ESE 50 20
CCE 50 20
IT124PE605-C | PEC2 2.3 |Hybrid Computin 3 0 0 3 40
C223|Ry R ESE | 50 | 20
. . CCE 50 20
IT124PE606-C | PEC2 2.3 |Hybrid Computing Lab 0 0 2 1 40
ESE 50 20
Block-Chain Architecture and Smart CCE | 0 20
IT124PE605-D | PEC2 2.4 Contract 3 0 0| 3 st | 50 2 40
Block-Chain Architecture and Smart CCE 50 20
IT124PE606-D | PEC2 2.4 Contract Lab 0 0 2 1 = = o 40
. CCE | 50 20
IT124PE607-A | PEC3 3.1 [ Computer Vision 3 0 0 3 40
ESE | 50 20
CCE 50 20
IT124PE608-A | PEC3 3.1 | Computer Vision Lab 0 0 2 1 40
ESE 50 20
. CCE | 50 20
IT124PE607-B | PEC3 3.2 [Human Computer Interaction 3 0 0 3 40
ESE | 50 20
E
IT124PE608-B [ PEC3 3.2 {Human Computer Interaction Lab 0 0 2 1 cc 50 20 40
ESE 50 20
IT124PE607-C | PEC3 3.3 | Internet of Thi 3 0 0| 3 CCE | %0 20
- .3 | Internet of Things EsE | 50 20
CCE 50 20
IT124PE608-C | PEC3 3.3 | Internet of Things Lab 0 0 2 1 40
ESE 50 20
ificial Intelli . . CCE | 50 20 o
IT124MD609 | MDM4 |Artificial Intelligence in Cyber Security 2 0 0 2 EsE | 50 20
IT124VC610 | VSEC4 |Cloud Application Development 0 CCE 50 20 20
IT124NC611 NC7 |Non-Credit Course-MOOC’S 0 CCE 50 20 20
NC Course- Aptitude &Technical Mastery
IT124NC612 NC8 for Placements- IV 0 0 2| 0| cce 50 20 20
Total Credits 17 0 16| 22
Hrs
Theory | 17
Pract/Lab| 14
Total 31
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Course Category

Program Core Course V Course Code

IT124PC501

Course Title: Operating System

Teaching Scheme Evaluation Scheme

Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for for Pass
Pass
3 0 0 - 3 CCE 50 20 |40 - -
Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites: C Programming Python Programming (basic) Data Structures Computer Organization
& Architecture Basic Linux Commands

Course Obijective:

1.
2.
3.
4.
S.

To understand the architecture, services, and evolution of modern operating systems.

To analyze process, thread management, and CPU scheduling algorithms.
To apply synchronization techniques and deadlock handling mechanisms.
To understand and implement memory management and virtual memory concepts.

To study file systems, disk scheduling, and 1/0 management with practical exposure.

Course Outcomes: Outcome is specification of course the student will

Interpret the role of operating system structures and services in managing computer

operating systems.

COL | resources. BT2
Analyze process, thread, and CPU scheduling techniques to optimize system

COZ | resource utilization. BT4
Build and implement synchronization mechanisms and deadlock handling

COo3 algorithms for concurrent systems. BT3
Apply memory management and virtual memory techniques to solve memory

CO4 | allocation problems BT3
Evaluate file system, disk scheduling, and 1/0 management strategies in real-world

CO5 BT5

10
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Syllabus

Unit | Introduction to Operating Systems 7hrs

Operating system: Introduction, Objectives and functions, Evolution and types of operating systems, OS

services and system calls, Types of operating systems, Open-Source Operating Systems

OS structures: Monolithic, Layered, Microkernel, Virtual Machines. Introduction to Linux OS and shell.
Unit 1l Process and Thread Management 7hrs

Process: Concept of a Process, Process States, Process Description, Process Control (Process creation,
waiting for the process/processes, Loading programs into processes and Process Termination),
Execution of the Operating System.

Process Scheduling: Types of Schedulers, Scheduling criteria, Types of Scheduling, FCFS — SJF —
RR, Multilevel Queue Scheduling, Multilevel Feedback Queue Scheduling.

Threads: Processes and Threads, Concept of Multithreading, Types of Threads.

Unit 111 | Concurrency and Deadlocks | 7hrs

Process/thread Synchronization and Mutual Exclusion: Principles of Concurrency, Requirements
for Mutual Exclusion, Mutual Exclusion: Hardware Support, Operating System Support (Semaphores
and Mutex), Programming Language Support (Monitors).

Classical synchronization problems: Readers/Writers Problem, Producer and Consumer problem
Deadlock: Principles of Deadlock, Strategies to deal with deadlock: The Ostrich Algorithm, Deadlock
Prevention, Deadlock Modeling, Deadlock Avoidance, Deadlock detection and recovery.

Unit IV Memory Management 8hrs

Memory Management: Memory Management Requirements.
Memory Partitioning: Fixed Partitioning, Dynamic Partitioning, Buddy System, Relocation, Paging,
Page table structure, Segmentation.

Virtual Memory: Background, Demand Paging, Page Replacement (FIFO, LRU, Optimal),
Allocation of frames, Thrashing.

Unit vV File System and I/O Management with Real-World Case Studies 7hrs

I/0 Management and Disk Scheduling: I/0O Devices, Organization of the I/O Function, 1/0
Buffering, Disk Scheduling (FIFO, SSTF, SCAN, C-SCAN, LOOK, C-LOOK).

File Management: Overview-Files and File Systems, File structure. File Organization and Access,
File Directories, File Sharing, Record Blocking, Secondary Storage Management.

Case Study 1: Linux File System Performance under Heavy 1/0O Load

Study ext4 file allocation methods and buffering strategies when multiple processes perform
read/write operations simultaneously. Evaluate performance issues and suggest improvements.

Text Books:

1. Abramha Silberschatz, Peter Baer Galvin and Greg Gagne, Operating System Concepts, John
Wiley, 10th Edition,2021, ISBN: 978-1119329480

2. William Stallings, Operating System: Internals and Design Principles, Prentice Hall, 9th
Edition,2018, ISBN-13: 978-0134670959

3. D. M. Dhamdhere, Operating Systems — A Concept Based Approach, McGraw Hill, Edition:
3rd Edition (2012), ISBN-13: 978-1259005589

11
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Reference Books:

1. Andrew S. Tanenbaum & Herbert Bos, Modern Operating System, Pearson, ISBN-
13:9780133592221, 4th Edition (2024)

2. Thomas W. Doeppner, Operating System in depth: Design and Programming, WILEY,1st
Edition,ISBN: 978- 0471-68723-8.

3. Tom Adelstein and Bill Lubanovic, Linux System Administration, O’Reilly Media, 2nd Edition
2007, ISBN: 978-0596009526

4. Operating System, Praveen Kumar Tripathi, Niraj Kumar Tiwari 1st Edition (2024)

Journal Papers:

1. Journal of Systems Architecture, Scopus: from 2020 to 2024, Publisher: Elsevier B.V.
(Netherlands),ISSN: 1383-7621.

V Lab:

Memory Design, http://vlabs.iitkgp.ac.in/coa/exp9/index.html
Virtual Memory, https://csell-iiith.vlabs.ac.in/exp/virtual-memory/

N

NPTEL:

=

https://onlinecourses.nptel.ac.in/noc25_cs141/preview
https://onlinecourses.nptel.ac.in/noc25_cs94/preview
3. https://nptel.ac.in/courses/117106113

N

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

12
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Scheme for Theory Examination

Component Level Unit1 | Unit2| Unit3| Unit4 | Unit5| Total | Passing

End Semester Examination

(ESE) Institute | 10 10 10 10 10 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage Description
(Marks)
Assignments 10 Assignments covering topics such as Monolithic, Layered,
Microkernel, Virtual Machines.
Quiz 10 Multiple-choice and problem-solving questions OS services and
system calls, Scheduling algorithms.
Technical Poster 10 Visual  explanation on  topics such  as Deadlock

prevention vs avoidance, Disk scheduling algorithm comparison.

VLab-Based 10 AICTE-NPTEL Virtual Lab task
Assessment Perform Virtual Memory experiment and upload results.

Mini Case Study 10 1-2-page case with questions
Analysis Analyse scheduling issues in a multi-user Linux system.

13
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Course Program Core Course V Course Code IT124PC502
Category
Course Title: Operating System Lab
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 1 | CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites: C Programming, Data Structures, Computer Organization and Architecture, Basic
Linux Commands.

Course Obijectives:

ok wn

The course aims to enable students to:
1.

To understand and apply core operating system concepts through hands-on Linux-based

programming.

To implement process, thread, and CPU scheduling mechanisms.

To demonstrate concurrency control, synchronization, and deadlock handling.
To apply memory management and disk scheduling algorithms.

To develop practical skills in inter-process communication and file management.

Course Outcomes: Student will-

Linux applications.

CO1 | Execute Linux commands and shell scripting constructs to perform basic system | BT 3
operations.

CO2 | Implement process and thread management using system calls and libraries. BT 3

CO3 | Analyze and implement synchronization mechanisms and deadlock handling BT 4
techniques to solve concurrent process problems.

CO4 | Implement memory management and disk scheduling algorithms. BT 3

CO5 | Evaluate inter-process communication mechanisms and file system operationsin | BT 5

14
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments, and it should

be made available to students and laboratory instructor/Assistant.
Guidelines for Student's Lab Journal

1. Students should submit term work in the form of handwritten journal based on specified list of
assignments.

2. Practical Examination will be based on the term work.

3. Candidate is expected to know the theory involved in the experiment.

4. The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the
parameters such as timely conduction of practical assignment, methodology adopted for
implementation of practical assignment, timely submission of assignment in the form of
handwritten write-up along with results of implemented assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by
asking some questions related to theory & implementation of experiments he/she has carried
out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards,

design flow to be implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites,
technological aspects, utility and recent trends related to the topic. The instructor may set multiple
sets of assignments and distribute among batches of students. It is appreciated if the assignments
are based on real world problems/applications. All the assignments should be conducted on 64-bit
open-source software.

List of Laboratory Assignments

GROUP A — Linux & Process Management (Implementation of all are Compulsory)
CO01, CO2

Assignment-1(CO1)

Study of basic Linux commands and shell scripting constructs (loops, conditionals, filters).

Assignment-2(CO2)

Implementation of process control system calls: fork (), exec (), wait (). Demonstrate zombie
and orphan processes.

Assignment-3(CO2)

CPU Scheduling Algorithms: FCFS, SJF (Preemptive), and Round Robin. Compute average
waiting time and average turnaround time.

GROUP B — Threads, Synchronization & Deadlocks (Implement any-3) CO2, CO3

15
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Assignment-5(C0O2)

Multithreading using POSIX threads (pthreads): thread creation, joining, and parameter
passing.

Assignment-6(CO3)

Process synchronization using mutex and semaphores — Producer—Consumer problem.

Assignment-7(CO3)

Reader—Writer problem using mutex/semaphores. Analyze reader priority.

Assignment-8(CO3)

Deadlock avoidance using Banker’s Algorithm.

GROUP C — Memory, 1/0 & IPC (Implement PR8 OR PR9, Implement PR10 OR
PR11) CO4, CO5

Assignment-9(CO4)

Page Replacement Algorithms: FIFO, LRU, Optimal. Compare page fault rates.

Assignment-10(CO5)

Disk Scheduling Algorithms: SSTF, SCAN, C-LOOK with given head position.

Assignment-11(CO4)

Inter-Process Communication using Pipes and FIFOs (full-duplex communication).

Assignment-12(CO4)

Inter-Process Communication using Shared Memory (System V). Implement client—server
model.

GROUP D —Case Study (Any-1) /Capstone project CO5

1. Simulation of OS scheduling or memory management algorithm
2. File management utility (directory traversal, file statistics)
3. IPC-based application (chat / message service) scalability) report (6-8 pages)
OR
Develop a Linux application in C/Python that:
1. Monitors running processes using /proc filesystem
2. Displays:
o Process ID
o CPU utilization
o Memory usage
o Process state (Running, Sleeping, Zombie)
3. Simulates workload (multiple forked processes/threads)
4. Analyzes scheduling fairness and response time
5. Generates performance summary report

Reference Books

16
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1. Silberschatz, Galvin, Gagne — Operating System Concepts, Wiley, 10th Edition, 2018
ISBN-13: 978-93574

2. William Stallings — Operating Systems: Internals and Design Principles, Pearson, 9th
Edition (Pearson), 2021.1SBN-13: 978-9352866717

3. Andrew S. Tanenbaum & Herbert Bos, Modern Operating System, Pearson, ISBN-
13:9780133592221, 4th Edition (2024)

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Rubrics for Continuous Evaluation

Component Level Parameters Marks | Total | Passing
Implementation & Correctness
20
of Programs
Continuous Pan|C|p§1t|on, Execution & 10
Comprehensive Progressive Debugglng_ -
Evaluation Evaluation Code ngllty_, Documentation 10 >0 20
(CCE) & Optimization
Regular Practical Attendance
& Completion of Assigned 10
Experiments
Performance (Execution of
End Semester End Program, Correctness & 30 50 20
Exam Evaluation | Speedup Demonstration)
Oral 20

17
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Course Program Core Course V Course Code IT124PC503
Category

Course Title: Machine Learning and Deep Learning

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max | Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites: Basic knowledge of mathematics (linear algebra, probability, statistics), programming
(Python), and data handling concepts.

Course Obijective

1. To understand the basics and importance of Machine Learning and Data Science.

2. To learn supervised learning techniques for predictive modeling.

3. To explore unsupervised methods for pattern discovery and dimensionality reduction.
4. To study advanced ML algorithms and ensemble methods.

5. To introduce neural networks and deep learning architectures.

Course Outcomes: Outcome is specification of course the student will

CO1 | Explain core ML concepts and data pre-processing methods. BT.2
CO2 | Apply supervised learning models for prediction and evaluation. BT-3
CO3 | Implement clustering and dimensionality-reduction techniques. 873
CO4 | Use advanced ML algorithms and ensembles for improved accuracy. BT
CO5 | Build and evaluate neural network and deep learning models. BT-5
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Syllabus

Unit | INTRODUCTION TO MACHINE LEARNING 7 hrs

Introduction and real-life applications of Machine Learning and Deep Learning, Types of ML, ML
workflow Environment Setup, Data lifecycle, Data Types, Data Pre-processing and Exploratory Data
Analysis (EDA), Data Visualization.

Unit 1l SUPERVISED LEARNING: REGRESSION AND 8 hrs
CLASSIFICATION

Introduction to Supervised Learning: Types of Regression: Linear Regression, Polynomial Regression,
Lasso & Ridge. Regression Evaluation Metrics: MSE, MAE, R2. Classification: Logistic Regression —
binary & multiclass concepts. Decision Trees: Splitting criteria, pruning, visualization. Random Forests:
Bagging, ensemble approach, feature importance. Classification Evaluation Metrics: Accuracy, Precision,
Recall, F1-score, ROC curve.

Unit 111 UNSUPERVISED LEARNING: CLUSTERING AND 8 hrs
DIMENSIONALITY REDUCTION

Introduction to Unsupervised Learning: Applications and importance. Clustering Fundamentals: Concepts
and use cases. K-means Clustering: Algorithm, initialization, distance metrics, EIbow Method. DBSCAN:
Core points, epsilon, density reachability, noise handling. Cluster Evaluation Metrics: Silhouette score,
cohesion, separation. Dimensionality Reduction: Need, curse of dimensionality, feature
extraction/selection.

PCA: Eigenvalues, eigenvectors, explained variance.

Unit 1V | INTRODUCTION TO DEEP LEARNING | 8 hrs

Fundamentals of Deep Learning, differences between Machine Learning and Deep Learning, Artificial
Neural Networks (ANN), structure of neural networks, training of neural networks, forward and
backpropagation, activation functions (Sigmoid, Tanh, ReLU, Softmax), deep learning concepts such as
epochs, batch size, hyperparameters, dropout and batch normalization, model evaluation techniques.

UnitVv ADVANCED DEEP LEARNING ARCHITECTURES 8 hrs

Radial Basis Function Networks (RBF): architecture and applications. Functional Link Artificial Neural
Network (FLANN): concept and advantages. Convolutional Neural Networks (CNN): convolution,
pooling and feature extraction. Recurrent Neural Networks (RNN): sequence modeling and applications.
Case Study - Movie Recommendation System

Text Books:

Wenmin Wang, Principles of Machine Learning: The Three Perspectives, Springer, 2024.

Kevin P. Murphy, Probabilistic Machine Learning: Advanced Topics, MIT Press, 2023.

Luis Serrano, Grokking Machine Learning, Manning Publications, 2023.

Aston Zhang, Zachary C. Lipton, Mu Li, Alexander J. Smola, Dive into Deep Learning,
Cambridge University Press, 2023.

5. Emmimal P. Alexander, Neural Networks and Deep Learning with Python: A Practical Approach,
2024.

PN PE

Reference Books:
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1. Deep Learning with Python — Frangois Chollet, Manning Publications, 2nd Edition, 2021. ISBN:
978-1617296864

2. Hands-On Deep Learning Architectures with Python — Giancarlo Zaccone, Packt Publishing,
2019. ISBN: 978-1788997904

Journal Papers:

1. A. Halbouni, T. S. Gunawan, M. H. Habaebi, M. Halbouni, M. Kartiwi and R. Ahmad, "Machine
Learning and Deep Learning Approaches for CyberSecurity: A Review," in IEEE Access, vol. 10,
pp. 19572-19585, 2022, doi: 10.1109/ACCESS.2022.3151248

2. N.Fatima, L. Liu, S. Hong and H. Ahmed, "Prediction of Breast Cancer, Comparative Review of
Machine Learning Techniques, and Their Analysis," in IEEE Access, vol. 8, pp. 150360-150376,
2020, doi: 10.1109/ACCESS.2020.3016715.

V Lab:

1. Title: Machine Learning Link: https://ml-iitr.vlabs.ac.in/List%200f%20experiments.html

NPTEL.:
1. Introduction to Machine Learning: https://nptel.ac.in/courses/106/106/106106139/
2. Machine Learning: https://nptel.ac.in/courses/106/106/106106202/

3. Machine Learning for Science and Engineering applications:
https://nptel.ac.in/courses/106/106/106106198/

Introduction to Machine Learning: https://nptel.ac.in/courses/106/105/106105152/

Deep Learning (Part-1): https://nptel.ac.in/courses/106/106/106106184/

ok~

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component Level Unit1 | Unit2 | Unit3 | Unit4 | Unit5 | Total | Passing
End Semes(tgsg‘am'”a“o” Institute | 10 | 10 | 10 | 10 | 10 | 50 | 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Weightage P
Component Description
P (Marks) P
Assignments 10 Written assignments on data preprocessing, supervised and
unsupervised learning.
. Periodic quizzes to evaluate knowledge of ML algorithms,
Quiz 10 . .
evaluation metrics, and neural network fundamentals.
. Poster presentation on ML/DL algorithms or applications to assess
Technical Poster 10 conceptual clarity and communication skills.
VLab-Based 10 Virtual Lab experiments on regression, classification, clustering,
Assessment or neural networks with result analysis.
Mini Case Study 10 Case study on real-world ML/DL applications to analyze problem,
Analysis approach, and performance.
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Program Core Course V

Course Code

IT124PC504

Course Title: Machine Learning & Deep Learning Lab

Teaching Scheme

Evaluation Scheme

Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 1 CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites: Python programming language

Course Objectives:

The course aims to enable students to:
1. To provide students with the fundamental elements of machine learning for classification,
regression, clustering.

2. To Design and evaluate the performance of a different machine learning model.

Course Outcomes: Student will-

CO1 Implement different supervised and unsupervised learning algorithms. BT 3
CO2 Evaluate performance of machine learning algorithms for real-world BT 4
applications
CO3 Apply neural networks and advanced machine learning techniques to build BT3
predictive models and evaluate their performance.
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments, and it should be
made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Students should submit term work in the form of handwritten journal based on specified list of
assignments.

Practical Examination will be based on the term work.

Candidate is expected to know the theory involved in the experiment.

The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

ocoarwbdE

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications. All
the assignments should be conducted on 64-bit open-source software.

Syllabus

List of Laboratory Assignments

GROUP A- Fundamental ML Techniques (Implementation — Compulsory) (CO1)

Assignment-1(CO1)

Data Preparation & EDA

A. Download the Heart Disease dataset from the following link:
Perform the following operations on the dataset:

a) Find the shape of the data.

b) Identify missing values.

¢) Find the data type of each column.

d) Count the number of zero values in each column.

e) Compute the mean age of patients.

) Extract only the columns: Age, Sex, ChestPain, RestBP, Chol.
Randomly divide the dataset into training (75%) and testing (25%) sets.

B. Using the California Housing dataset, develop a program to:
e Create histograms for all numerical features and analyze distributions.
Generate boxplots for all numerical features and identify outliers.
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Assignment-2(CO1)

Regression Technique
Download the Housing Price dataset from kaggle
Apply Linear Regression and perform predictions on unseen test data.
Evaluate the model using:
e Mean Squared Error (MSE)
e Mean Absolute Error (MAE)
e R-Square (R?) Score
Visualize a simple linear regression model using a scatter plot with a regression line.

Assignment-3(CO1)

Classification Technique

Every year many students give the GRE exam to get admission in foreign Universities. The data set contains
GRE Scores (out of 340), TOEFL Scores (out of 120), University Rating (out of 5), Statement of Purpose
strength (out of 5), Letter of Recommendation strength (out of 5), Undergraduate GPA (out of 10), Research
Experience (0=no, 1=yes), Admitted (0=no, 1=yes). Admitted is the target variable. Data Set Available on
kaggle (The last column of the dataset needs to be changed to 0 or 1)

Data Set : https://www.kaggle.com/mohansacharya/graduate-admissions

The counselor of the firm is supposed check whether the student will get an admission or not based on his/her
GRE score and Academic Score. So to help the counselor to take appropriate decisions build a machine
learning model classifier using Decision tree to predict whether a student will get admission or not.

A. Apply Data pre-processing (Label Encoding, Data Transformation....) techniques if necessary.

B. Perform data-preparation ( Train-Test Split)

C. Apply Machine Learning Algorithm

D. Evaluate Model.

GROUP B —Advanced Learning Techniques (Clustering & Classification) (CO2, CO3)

Assignment-4(CO2)

Clustering Technique — K-Means
Implement K-Means clustering and hierarchical clustering on the dataset: (e.g., customer sales data or sample-
sales-data from Kaggle).
Use the Elbow Method and dendrogram to determine the optimal number of clusters. Perform clustering and
analyze the resulting cluster groups.

Assignment-5(CO3)

Clustering Technique — K-Nearest Neighbors
Implement K-Nearest Neighbors algorithm on diabetes.csv dataset.

Compute confusion matrix, accuracy, error rate, precision and recall on the given dataset.
Dataset link: https://www.kaggle.com/datasets/abdallamahgoub/diabetes

GROUP C —Case Study (Capstone project CO1, CO2, CO3)

Given a bank customer, build a neural network-based classifier that can determine whether they will leave or
not in the next 6 months.

Dataset Description: The case study is from an open-source dataset from Kaggle. The dataset contains 10,000
sample points with 14 distinct features such as Customerld, CreditScore, Geography, Gender, Age, Tenure,
Balance, etc.

Link to the Kaggle project: https://www.kaggle.com/barelydedicated/bank-customer-churn-modeling
Perform following steps:

1. Read the dataset.
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2. Distinguish the feature and target set and divide the data set into training and test sets.

3. Normalize the train and test data.

4. Initialize and build the model. Identify the points of improvement and implement the same.
5. Print the accuracy score and confusion matrix.

Reference Books

1. Wenmin Wang, Principles of Machine Learning: The Three Perspectives, Springer, 2024.

2. U. Dinesh Kumar, Manaranjan Pradhan, Machine Learning using Python, Wiley, 2019.

3. Aurélien Géron, Hands-On Machine Learning with Scikit-Learn, Keras & TensorFlow, O’Reilly
Media, 2nd Edition, 2019.

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Scheme for Examination

Component Level Parameters Marks | Total | Passing
Implementation & Correctness of 20
Programs
Continuous Participgtion, Execution & 10
Comprehensive | Progressive Debugging
) Code Quality, Documentation & 50 20
Assessment Evaluation NN 10
(CCA) Optimization _
Regular Practical Attendance &
Completion of Assigned 10
Experiments
Performance (Execution of
End Semester End Program, Correctness & Speedup 30
Exam Evaluation | Demonstration) >0 20
Oral 20
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Course Category Program Core Course V Course Code IT124PC505

Course Title: DevOps (Development + Operations)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
36 0 0 54 Total hrs:90

Prerequisites: Software Engineering, Computer Networks
Course Objective

The course aims to enable students to:

1. To understand the evolution, need, principles, and cultural aspects of DevOps in modern software
development organizations.

2. To understand the DevOps lifecycle, pipeline phases, and software development and deployment practices.

3. To study Continuous Integration and Continuous Delivery concepts and their role in automating software
build, test, and release processes.

4. To understand containerization, cloud-native architectures, and orchestration fundamentals for scalable
and portable application deployment.

5. To gain knowledge of monitoring, reliability engineering, and DevSecOps practices for secure, resilient,
and efficient software operations.

Course Outcomes: Outcome is specification of course the student will

co1 Explain and analyze DevOps principles, organizational culture transformation, and collaboration BT4
practices, DevOps limitations based on traditional software development and operations silos.

cO? Describ_e and compare different DevOps pipeline phases including Continuous Development, BT3
Integration, Delivery, and Deployment.

CO3 Demonstrate the role of CI/CD b)_/ explain_ing build au_tomation_, version-controlled integration BT3

workflows, and deployment strategies ensuring faster, reliable delivery of software updates.

CO4 Expl_ain foundational cloud_-native DevOp§ pre_lctic_es such as containerizatio_n,_ microservice_—r_eady

architecture, and orchestration concepts, highlighting their impact on scalability and portability.

Evaluate the role of monitoring systems, Site Reliability Engineering (SRE), and DevSecOps

CO5 | practices by identifying key reliability metrics, alerting mechanisms, and security integration within| BT5
modern DevOps pipelines

BT2
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Syllabus

Unit | Introduction to DevOps & Culture 6 Hrs

Definition, need and evolution of DevOps, limitations of traditional development and operations models,
traditional IT vs DevOps approach, DevOps principles and benefits (automation, collaboration, faster
delivery), overview of DevOps lifecycle, high-level view of DevOps pipeline stages, relationship of DevOps
with Agile and Lean practices.

Unit 1l DevOps Pipeline Phases & Practices 7 hrs

Continuous development to continuous deployment stages, software release automation concepts, build
servers and centralized build process, deployment strategies (blue-green, rolling, canary), transition from
monolithic to microservices architecture, cloud-native development basics (compute, storage, autoscaling
fundamentals).

Unit III\ Continuous Integration & Continuous Delivery Concepts \ 7 hrs
Cl purpose (feedback loop, versioning, automation), CD principles (release readiness, automation,
traceability), code repository management, preparing build for release and build reports and artifacts, CI-CD
linkage in automated pipelines, test-driven pipelines and automation strategies, quality gates, audit
compliance and DevOps metrics.

Unit IV Containerization & Cloud-Native DevOps 8 hrs

Virtualization vs containerization, Docker overview (images, containers, registries), container lifecycle
management stages, basics of orchestration models (Kubernetes pods, nodes, clusters), introduction to cloud
DevOps services (AWS, Azure, GCP), benefits of cloud automation and portability.

Unit VvV Monitoring, Reliability & DevSecOps Foundations 8 hrs

Introduction to monitoring and observability in DevOps environments, reliability fundamentals (SLIs, SLOs,
SLAs, error budgets), logging, alerting and telemetry concepts, security integration in DevOps pipelines,
case study 1 — CI/CD pipeline with monitoring and failure handling,
case study 2 — cloud-native deployment with scalability, reliability and security considerations, analysis of
incident response, rollback strategies and postmortem practices.

Text Books:

1. Jez Humble and David Farley, Continuous Delivery: Reliable Software Releases through Build, Test
and Deployment Automation, Pearson Education, Inc., ISBN: 978-0-321-60191-9

2. Gene Kim, Patrick Debois, John Willis and Jez Humble, The DevOps Handbook: How to Create
World-Class Agility, Reliability and Security in Technology Organizations, IT Revolution Press.

Reference Books:

1. The Devops 2.0 Tool Kit Viktor Farcic PACKT BIRMINGHAM - MUMBAI Publishing enterprise

2. Implementing Devops with Ansible 2 Joathan McAllister PACKT BIRMINGHAM - MUMBAI
Publishing enterprise

3. The DevOps2.1 ToolKit : Docker Swarm, Building, Testing, Deploying, and Monitoring services
inside Docker Swarm clusters by Viktor FarcicPackt Birmingham, Mumbai

Journal Papers:
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1. https://link.springer.com/chapter/10.1007/978-3-031-78412-5 2
2. https://link.springer.com/chapter/10.1007/978-3-031-96157-1 42

3. https://ieeexplore.ieee.org/abstract/document/11126113/

V Lab:

1. https://kodekloud.com/free-labs/devops

NPTEL:

1. https://aws.amazon.com/certification/certified-devops-engineer-professional/

2. https://cloud.google.com/learn/certification/cloud-devops-engineer

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component Level Unit1 | Unit2 | Unit3 | Unit4 | Unit5| 14ig Passing

End Semester _
Examination (ESE) Institute 10 10 10 10 10 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage (Marks) Description
Assignments 10 Written test covering Unit I-11 (conceptual + descriptive)
. Multiple-choice and problem-solving questions on
Quiz Gate Pattern 10 DevOps fundamentals
Case Study DevOps case study / pipeline analysis / short technical
Analysis 10 report
Seminar Individual / group seminar on emerging DevOps concepts,
Presentation 10 tools, or industry practices
Short Answer .
Questions 10 Short answers questions based on DevOps concepts, tools.
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Course Category Program core course V Course Code IT124PC506
Course Title: DevOps Lab

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass

0 0 2 - 1 | CCE - - |- 50 20 40

Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites: Software Engineering, Cloud Computing, Computer Networks

Course Obijective

The course aims to enable students to:

1. To understand version control and Continuous Integration/Continuous Delivery concepts using
industry-standard DevOps tools.

2. To understand containerization principles and the process of building and deploying applications using
Docker.

3. To understand orchestration and cloud infrastructure concepts and the integration of DevOps tools to
implement complete deployment pipelines.

Course Outcomes: Outcome is specification of course the student will

COL1| Apply version control and CI/CD practices using Git, Jenkins, and build automation tools. BT3

Build and deploy containerized applications using Docker and manage container lifecycle
co2 operations BT3

CO3 Deploy and scale applications using Kubernetes and cloud infrastructure, and implement a complete BT4
DevOps pipeline through a mini project
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments and it shouldbe made
available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Students should submit term work in the form of handwritten journal based on specified list of
assignments.

Practical Examination will be based on the term work.

Candidate is expected to know the theory involved in the experiment.

The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

Guidelines for Lab /TW Assessment

Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

Examiners will judge the understanding of the practical performed in the examination by asking some questions
related to theory & implementation of experiments he/she has carried out.

Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications.
All the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments

Group A: Version Control & CI/CD Foundation (CO1)

Assignment 1

Git Installation and Basic Version Control Operations

a) Install Git and configure user credentials. Initialize a local Git repository and check repository status.
b) Create files and perform add, commit, log, and revert operations.

c) Create branches, perform merge operations, and resolve merge conflicts.

Assignment 2

Git Integration with Jenkins for Automated Builds
a) Install Jenkins and create a basic Freestyle Job.
b) Integrate Jenkins with a Git repository and trigger builds manually.
d) Configure automatic build triggers on code commit and analyze build results.

Assignment 3

Build Automation using Maven / Gradle in Jenkins

a) Install Maven/Gradle and understand build lifecycle phases.

b) Configure Jenkins job to execute automated builds using Maven/Gradle.
c) Generate and archive build artifacts and analyze build reports
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Group B: Containerization using Docker (CO2)

Assignment 4

Docker Installation and Container Lifecycle Management

a) Install Docker and execute basic Docker commands.

b) Create, start, stop, and remove containers; manage Docker images.

c) Inspect container logs, ports, and volumes; analyze container lifecycle stages.

Assignment 5

Dockerfile and Containerized Application Deployment

a) Write a basic Dockerfile for a simple application.

b) Build and tag Docker images and run containers using custom ports.
c) Push Docker images to Docker Hub and verify deployment.

Assignment 6

Kubernetes Installation and Pod Deployment

a) Install Minikube/Kubernetes and verify cluster status.

b) Deploy a basic Pod using YAML configuration files.

c) Inspect pod logs, describe pod states, and troubleshoot failures.

Group C: Kubernetes & Cloud Deployment (CO3)

Assignment 7

Kubernetes Services and Scaling Concepts

a) Create a Kubernetes Service to expose an application.

b) Scale deployments manually and observe replica behavior.

c) Analyze load distribution and demonstrate basic auto-scaling concepts

Assignment 8

CI/CD Pipeline Deployment to Kubernetes or Cloud Platform

a) Create a Jenkins pipeline script for build and test stages.

b) Deploy application to Kubernetes cluster or Cloud VM (AWS/Azure/GCP).
c) Implement basic rollback or redeployment strategy and analyze pipeline logs.

Capstone Project (CO1 to CO3)

Choose ANY ONE of the following topics and develop a complete parallel solution:

Option 1 — CI/CD Pipeline for a Web Application using DevOps Tools

Design and implement a complete CI/CD pipeline for a simple web application using industry-standard DevOps
tools.

Option 2 — Containerized Microservice Deployment using Kubernetes

Deploy a lightweight microservice-based application using containerization and orchestration techniques.
Option 3 — Cloud-Based DevOps Pipeline using Vendor-Neutral Cloud Platform

Implement a DevOps pipeline that deploys an application on a cloud compute instance using AWS / Azure /
GCP.

Option 4 — Secure DevOps Pipeline with Monitoring and Rollback Strategy

Develop a DevOps pipeline that includes basic security checks and monitoring mechanisms.

Reference Books:

1. Katrina Clokie, “A Practical Guide to Testing in DevOps”, Lean Publishing published on 2017-08-01

Joakim Verona, Practical DevOps, Packt Publishing, ISBN: 978-1785882876.

3. Viktor Farcic and Alex Garcia, The DevOps 2.0 Toolkit: Automating the Continuous Deployment
Pipeline with Containerized Microservices, Packt Publishing.

N

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Marks | Total | Passing
Execution of Practical 20
Participation & Engagement in
Lab  Sessions  (Execution, 10
; _ Debugging, Discussion) 50 20
rOQressIVe 1 Readability, correctness, 10
Continuous Evaluation | 1gnorts
Comprehensive Implementation, demo, report 10
Evaluation (CCE) quality of mini project
Performance (Execution of
assigned Program, Correctness 30
End Evaluation L& Speedup Demonstration) 50 20
Concepts,  tools, pipeline 20

explanation
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Course Category \ Program Elective Course V \ Course Code \ IT124PES07-A

Course Title: Fundamentals of Al (Al Track)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass
3 0 0 - 3 CCE 50 20 |40 - -
Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites:
Programming Fundamentals (Python preferred), Data Structures and Algorithms,
Discrete Mathematics, Basic Probability and Statistics

Course Obijective

The course aims to enable students to:
1. To introduce the fundamental concepts, scope, and paradigms of Artificial Intelligence.
2. To develop problem-solving skills using intelligent agents and search techniques.
3. To understand knowledge representation and logical reasoning mechanisms.
4. To analyze uncertainty handling and basic machine learning techniques.
5. To create awareness about ethical, societal, and professional implications of Al.

Course Outcome: Outcome is specification of course the student will

CO1 Demonstrate knowledge of the scope, history, and paradigms of Artificial BT 3
Intelligence in practical contexts

CO2 Apply search and problem-solving techniques for Al tasks BT 3

CO3 Represent knowledge and perform logical reasoning BT 3

CO4 Analyze uncertainty and learning-based Al models BT 4

CO5 Assess Al applications with ethical and societal considerations BT5
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Syllabus

Unit | Introduction to Artificial Intelligence and Intelligent Agents 8hrs

Definition and scope of Al, History and evolution of Al, Strong Al vs Weak Al, Al paradigms: Symbolic Al,
statistical Al, and hybrid Al, Al vs Machine Learning vs Deep Learning vs Data Science, Intelligent agents:
definition, structure, and properties, Types of agents and environment characteristics, PEAS framework

Unit 1 Problem Solving and Search Techniques in Artificial Intelligence 8hrs

Problem formulation and state space representation, Search as an Al problem, Uninformed search strategies:
Breadth First Search, Depth First Search, Uniform Cost Search, Informed search strategies: Heuristic functions,
Greedy Best First Search, A* algorithm, Performance evaluation of search algorithms, Introduction to local search
and optimization.

Unit 111 Knowledge Representation and Logical Reasoning 8hrs

Knowledge representation issues, Propositional logic and predicate logic, Syntax and semantics, Inference and
resolution, Rule-based systems, Forward and backward chaining, Semantic networks, Frames, Ontologies,
Introduction to Constraint Satisfaction Problems (CSPs).

Unit IV \ Reasoning under Uncertainty and Decision Making | 8hrs

Uncertainty in Al, Sources of uncertainty in real-world problems, Probability theory basics, Conditional probability
and Bayes’ theorem, Bayesian reasoning and belief updating, Bayesian networks: structure and representation,
Inference in probabilistic models (exact and approximate inference)

Introduction to fuzzy logic, fuzzy sets and membership functions, Fuzzy inference systems and applications,
Decision making in Al: utility theory and decision networks, Introduction to Markov Decision Processes (MDP):
states, actions, rewards and policies.

Unit V Al Applications, Tools, and Ethics 7hrs

Al applications: Natural Language Processing, Computer Vision, Robotics, Recommendation Systems, Expert
Systems, Al tools and frameworks overview, Responsible Al: fairness, bias, transparency, explainability, Societal
and ethical implications of Al, Al governance and regulations (overview).

Case studies on real-world Al deployments including facial recognition systems, recommendation engines,
autonomous systems, and ethical challenges in Al adoption.

Text Books:

1. Stuart Russell and Peter Norvig, Artificial Intelligence: A Modern Approach, 4th Edition, Pearson
Education, 2021. ISBN: 978-0134610993.

2. David Poole and Alan Mackworth, Artificial Intelligence: Foundations of Computational Agents, 2nd
Edition, Cambridge University Press, 2017. ISBN: 978-1107195394.

3. Elaine Rich, Kevin Knight and Shivashankar B. Nair, Artificial Intelligence, 3rd Edition, Tata McGraw-Hill
Education, New Delhi, 2009. ISBN: 978-0070087705.

Reference Books:
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Tom M. Mitchell, Machine Learning, 1st Edition, McGraw-Hill Education, 1997. ISBN: 978-0070428072.

Christopher M. Bishop, Pattern Recognition and Machine Learning, 1st Edition, Springer, 2006. ISBN: 978-
0387310732.

Ronald J. Brachman and Hector J. Levesque, Knowledge Representation and Reasoning, 1st Edition,
Morgan Kaufmann, 2004. ISBN: 978-1558609327.

Sanjoy Dasgupta, Christos H. Papadimitriou and Umesh Vazirani, Algorithms, 1st Edition, McGraw-Hill
Education, 2008. ISBN: 978-0073523408.

Stuart Russell, Human Compatible: Artificial Intelligence and the Problem of Control, 1st Edition, Viking
Press, 2019. ISBN: 978-0525558613.

Online Resources:

1.

2.

MIT OpenCourseWare — Introduction to Artificial Intelligence.

Available at: https://ocw.mit.edu/courses/6-034-artificial-intelligence-fall-2010/
Stanford University — CS221: Artificial Intelligence.

Available at: https://stanford-cs221.github.io/

University of California, Berkeley — CS188: Introduction to Artificial Intelligence.
Available at: https://inst.eecs.berkeley.edu/~cs188/

V Lab:

=

https://ail-iiith.vlabs.ac.in/exp/ai-depth-first-search/
https://ail-iiith.vlabs.ac.in/exp/construction-bayesian-network/

NPTEL:

An Introduction to Artificial Intelligence By Prof. Mausam | 1T Delhi

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Third Year Engineering TY B Tech Semester V (2024 Course)

Scheme for Theory Examination

Component Level Unitl | Unit2 | Unit3 | Unit4 | Unit5 | Total Passing
End Semester Examination |y cive | 10 | 10 | 10 | 10 | 10 | 50 20
(ESE)
Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)
Component Weightage COs Description
(Marks) Assessed
Assignments (2) 10 CO1, Formal written assignments covering Unit | and Unit Il. These
CcOo2 assess students’ understanding of AI fundamentals, intelligent
agents, problem formulation, and classical search strategies, along
with their ability to apply concepts to illustrative problem
scenarios.
Quiz / Gate 10 CO1, Short assessments comprising multiple-choice and analytical
Pattern Tests (2) CO2, questions to evaluate students’ grasp of AI basics, search
COo3 algorithms, and knowledge representation techniques, including
logical reasoning and performance comparison of algorithms.
Case Study 10 CO2, Analysis of a real-world Al problem or application such as route
Analysis (1) CO4 planning, diagnosis systems, or decision-making under
uncertainty. Students submit a concise technical report
demonstrating how search, probabilistic reasoning, or learning
models address the problem.
Seminar 10 CO4, Individual or group presentation on advanced Al topics, such as
Presentation (1) CO5 Bayesian networks, neural networks, NLP, computer vision, or
ethical Al. This component evaluates analytical ability, critical
evaluation, and creative synthesis of Al concepts.
Viva (Oral 5 CO1-CO5 | Oral examination covering the entire syllabus, assessing
Examination) conceptual clarity, analytical thinking, and the ability to justify Al
techniques and application choices.
Attendance & 5 CO1-CO5 | Marks awarded based on regular attendance, active participation

Participation

in discussions, problem-solving sessions, and seminars, reflecting
continuous engagement with Al concepts and applications.
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Course Program Elective Course V Course Code IT124PE5S08-A
Category

Course Title: Fundamentals of Al Lab (Al Track)

Teaching Scheme Evaluation Scheme

Theory Marks Practical Marks
L T P SL | Cr |Exam Min Max | Min

Max | Marks for Pass

for Pass
0 0 2 - 1 | CCE - - |- 50 20 40
Total Hours ESE - - 50 20

0 0 26 04 Total hrs:30

Prerequisites:

Course Objective

The

1.

course aims to enable students to:

To understand and implement various Al search algorithms for solving complex problem-solving tasks.

To design and develop knowledge representation models using logical reasoning techniques.

To apply machine learning algorithms for classification, regression, and clustering problems.

To build and train neural network models for pattern recognition and intelligent decision-making.

To integrate multiple Artificial Intelligence techniques to develop real-world intelligent applications.

Course Outcomes: After successful completion of the course units the student will

CO1 {Implement various search algorithms and apply them to solve Al problems BT
co? Design and develop knowledge representation systems using logic BT4
co3 {Apply machine learning algorithms for classification, regression, and clustering Tasks BT3
coa Build and train neural networks for pattern recognition problems BT3

Integrate multiple Al techniques to develop practical applications BT5

CO5

38




D Y Patil College of Engineering, Akurdi, Pune

D\/p An Autonomous Institute from AY 2024-25, Affiliated to Savitribai Phule Pune University,
i " ' Department of Information Technology

7 - Third Year Engineering TY B Tech Semester V (2024 Course)

e R TF -
I¥ ERTIVIETRO,
W

Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments and it should
be made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Student should submit term work in the form of handwritten journal based on specified list of
assignments.

Practical Examination will be based on the term work.

Candidate is expected to know the theory involved in the experiment.

The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

ourwNE

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as|
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications. All
the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments

Assignment 1 (CO1)

Introduction to Python for Al

Assignment 2 (CO2)

Implement Breadth-First Search (BFS) and Depth-First Search (DFS) algorithms in Python and perform a
comparative analysis of their performance for problem-solving tasks.

Assignment 3 (CO2)

Implement heuristic-based search algorithms such as A* and Greedy Best- First Search, and evaluate their
effectiveness in finding optimal or near- optimal solutions

Assignment 4 (CO2)

Develop a Rule-Based Expert System using Forward Chaining and Backward Chaining inference mechanisms.

Assignment 5 (CO2)

Solve a Constraint Satisfaction Problem (CSP) by implementing the Map Coloring problem using appropriate
constraints and search strategies.

Assignment 6 (CO2)
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Apply Bayesian reasoning to model uncertainty and perform inference using probabilistic models.

Assignment 7 (CO3)

Implement and analyze classification algorithms such as k-Nearest Neighbors (k-NN) and Decision Trees using
Python.

Assignment 8 (CO3)

Implement local search and optimization techniques to solve Al problems involving large or complex search
spaces.

Assignment 9 (CO3)

Develop a basic application using either Reinforcement Learning or Natural Language Processing (NLP)
techniques.

Assignment 10 (CO4)

Develop a CNN-based model to detect whether a person is wearing a face mask or not.

Assignment 10 (CO1 to CO5)

Capstones Project: Design and implement a complete Al-based solution by integrating multiple concepts and
techniques learned throughout the course.

Reference Books:

=

Tom M. Mitchell, Machine Learning, 1st Edition, McGraw-Hill Education, 1997. ISBN: 978-0070428072.

2. Christopher M. Bishop, Pattern Recognition and Machine Learning, 1st Edition, Springer, 2006. ISBN:
978-0387310732.

3. Ronald J. Brachman and Hector J. Levesque, Knowledge Representation and Reasoning, 1st Edition,
Morgan Kaufmann, 2004. ISBN: 978-1558609327.

4. Sanjoy Dasgupta, Christos H. Papadimitriou and Umesh Vazirani, Algorithms, 1st Edition, McGraw-Hill

Education, 2008. ISBN: 978-0073523408.

Stuart Russell, Human Compatible: Artificial Intelligence and the Problem of Control, 1st Edition, Viking Press,
2019. ISBN: 978-0525558613.

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Marks |[Total Passing

Attendance 12

Progressive  (Implementation of

Continuous Evaluation  |Assignments 18
Comprehensive 50 20
Evaluation (CCE) Quality of 10
Journal
Viva-Voce 10
En . I 50 20
d Practical Examination 50

Evaluation
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Course Title: Security Analytics (Cyber Security Track)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites: Software Engineering, Computer Networks, Cyber security fundamentals

Course Objective:

The course aims to enable students to:

To understand the fundamentals of cybersecurity and security analytics.

To explain and apply security controls and techniques including access control and security policies.
To understand log management and data preprocessing.

To apply machine learning techniques for anomaly detection and classification.

To understand the entire process of performing security analytics audits in an organization.

g~ E

Course Outcomes: Outcome is specification of course the student will

CO1 |Explain and Apply cybersecurity and security analytics concepts to identify and detect threats.
BT-2

CO2 |ldentify security goals (CIA), risk, vulnerabilities, and apply security controls and network

security methods. BT-3
CO3 [Demonstrate log management, data normalization, SIEM basics, and analyze network traffic for

security insights. BT-4
CO4 |Apply supervised and unsupervised machine learning techniques to detect anomalies and classify

attacks to evaluate model performance. BT-3
CO5 |Deploy Splunk SIEM to audit security, investigate incidents, and recommend remediation. BT-5
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Syllabus

Unit | Introduction to Security Analytics 7 Hrs

Introduction to cybersecurity fundamentals and Threats, Need for security analytics, Types of cyber attacks
and attack vectors, Security data sources: logs, alerts, network traffic, Introduction to Security analytics,
Objectives of Security Analytics, Security analytics lifecycle, Challenges in security analytics, Tools Used in
Security Analytics.

Unit 1l Security Techniques and Controls 7 Hrs

Introduction to Security Techniques, Security goals: Confidentiality, Integrity, Availability (CIA Triad),
Threats, vulnerabilities, and risks, Classification of Security Controls, Types of controls, Access Control
Techniques: Authentication vs Authorization, Access control models, Network Security Techniques:
Firewalls, IDS/IPS, VPNs, Network segmentation and VLANS

Unit HI Security Data Collection and Management 7 Hrs

Introduction to Security Data Collection, Sources of Security Data, Log management, Monitoring, Logging
and Analytics Controls, Network traffic data and packet analysis, Security Information and Event
Management (SIEM), Data preprocessing: normalization, filtering, correlation, Big data challenges in security
analytics.

Unit IV Web Application Security 7 Hrs

Fundamentals of Web & Security Concepts: Introduction to Web Applications, Web Architecture (Client—
Server Model), HTTP & HTTPS Protocol, Attack Surface & Security Misconfigurations

Web Application Vulnerabilities: SQL Injection, Cross-Site Scripting (XSS), Cross-Site Request Forgery
(CSRF), Broken Authentication, Security Misconfiguration.

Real-world attack case studies: Facebook Access Token Vulnerability

Unit VvV Incident Response, Forensics and Case Studies 8 Hrs

Malware and ransomware activity detection through SIEM correlation, Brute force and credential stuffing
attack investigation, Phishing attack detection and response using email security logs, Privileged access
misuse detection using authentication logs.

Case study : Audit Using Splunk SIEM/IBM QRadar/ArcSight

Textbooks:

1. William Stallings, Cryptography and Network Security: Principles and Practice, Pearson Education.
8th Edition 8th Edition 978-1292437484

2. Mark Talabis and Jason Martin, Information Security Analytics: Finding Security Insights in Big Data,
Syngress. 1st Edition 978-0128002070

Reference Books:

1. Charles P. Pfleeger and Shari Lawrence Pfleeger, Security in Computing, Prentice Hall. 5th Edition
2015 978-0134085043

2. Behrouz A. Forouzan, Cryptography and Network Security, McGraw-Hill Education. 1st Ediion 2007
978-0073327532

3. 3. Machine Learning Approaches in Cyber Security Analytics — Thomas, Vijayaraghavan & Sabu 1st
Edition 2020 978-3030446734
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Journal Papers:

1.

2.

Security Analytics Using Machine Learning Techniques for Cyber Threat Detection.IEEE Access,
Vol. 10, 2022.

SIEM-Based Security Monitoring and Threat Detection in Modern Networks.Journal of Information
Security and Applications, Vol. 58, 2021.

V Lab:

https://ics-amrt.vlabs.ac.in/exp/malicious-traffic-detection-log-analysis/

NPTEL:

=

Cyber Security and Privacy https://onlinecourses.nptel.ac.in/noc23 _cs127/preview
Data Analytics with Python / Machine Learning https://nptel.ac.in/courses/106107220

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component

Level

Unit1 | Unit2 | Unit3| Unit4 | Unit5 | Total | Passing

End Semester Examination

(ESE)

Institute 10 10 10 10 10 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage Description
(Marks)
10 Formal written tests or submissions covering the first two units.
Assignments (1) In Security Analytics, these focus on conceptual and descriptive
foundations of security data and analytics lifecycles
. 10 Assessments featuring multiple-choice and problem-solving
Quiz Ga;cZe)Pattern questions. These evaluate a student's grasp of Security Analytics
fundamentals, such as data types and detection techniques.
Case Study Analysis 10 A det_ailed apalysis of a real-vv_orld security event or an existing
(1) security plpelme. It requires a s_hort tg(_:hnlcal report
demonstrating how analytics could identify or mitigate the threat.
Seminar 10 An individual or group pr_esentgtion_ on emerging concepts, tools
Presentation (1) or |_ndustry practices. Topics _mlght include new S_OAR platforms
Al in threat hunting, or evolving regulatory compliance standards.
10 An oral examination where students answer questions covering

Viva (Oral Exam)

the entire course syllabus to demonstrate their depth of
understanding.

45



D Y Patil College of Engineering, Akurdi, Pune

D\/p An Autonomous Institute from AY 2024-25, Affiliated to Savitribai Phule Pune University,
i " ' Department of Information Technology

7 - Third Year Engineering TY B Tech Semester V (2024 Course)

Ea TF -
I¥ ERTIVIRTRO,
W

Category

Course Program Elective course- V |Course Code IT124PE508-B

Course Title: Security Analytics Lab (Cyber Security Track)

Teaching Scheme Evaluation Scheme

Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min

Max | Marks for Pass

for Pass
0 0 2 - 1 | CCE - - |- 50 20 40
Total Hours ESE - - 50 20

0 0 26 04 Total hrs:30

Prerequisites: Software Engineering, Cloud Computing, Computer Networks.

Course Objective

The course aims to enable students to:

1. Tounderstand security analytics architecture, cyber threats, and sources of security data.

To install, configure, and use security analytics and network monitoring tools.
To collect, preprocess, and analyze system, application, and network security data.

2
3
4. To identify and mitigate common web application security vulnerabilities.
5

To design and implement an end-to-end security analytics solution for threat detection and reporting.

Course Outcomes: Outcome is specification of course the student will

CO1 | Identify security analytics components, cyber threats, and security data sources. BT 2

CO2 | Analyze security data to identify anomalies, suspicious activities, and potential threats. BT 4

CO3| Use security analytics tools and platforms to detect intrusions and cyber-attacks. BT 3

CO4 | Demonstrate and mitigate web application vulnerabilities such as SQL Injection, XSS, CSRF, | BT 4
and broken authentication.

CO5 | Prepare security analysis reports while demonstrating ethical and professional responsibility BT5
in handling security data.
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Guidelines for Instructor's Manual

1.

The faculty member should prepare the laboratory manual for all the experiments and it shouldbe

made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

1. Student should submit term work in the form of handwritten journal based on specified list of

2. assignments.

3. Practical Examination will be based on the term work.

4. Candidate is expected to know the theory involved in the experiment.

5. The practical examination should be conducted if and only if the journal of the candidate is

6. complete in all aspects.

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be

implemented etc. should be checked by the faculty concerned member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
them among batches of students. It is appreciated if the assignments are based on real world problems/applications.
All the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments

Group A: CO1, CO2

Assignments 1 (CO1)

To study security analytics architecture, types of cyber threats, and sources of security data.

Assignments 2 (CO1)

To install and configure a security analytics platform for collecting, indexing, and visualizing security data.

Assignments 3 (CO2)

To collect system and application log data and perform preprocessing for further security analytics.

Group B: CO3, CO4

Assignments 4 (CO3)

Demonstrate the process of authentication by creating user accounts and verifying login credentials.

Assignments 5 (CO3)
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e —e
To perform log analysis and security event identification using Wireshark Tool.

Assignments 6 (CO4)

To analyze network traffic & packet analysis using Wireshark Tool.

Group C: CO5

Assignments 7 (CO5)

To Demonstrate SQL Injection vulnerability and analyze how security misconfiguration exposes web
applications to attacks.

Assignments 8 (COb5)

To demonstrate XSS and CSRF attacks and implement mitigation techniques.

Assignments 9 (COb5)

To study and analyze the Facebook Access Token vulnerability and understand broken authentication risks.

Assignments 10 (CO1-CO5)

Capstone Project: Implement end-to-end Security Analytics for Threat Detection and Reporting To design

and implement a complete security analytics workflow including data collection, analysis, visualization, and
reporting.

Reference Books:

1. The Practice of Network Security Monitoring Richard Bejtlich, No Starch Press, 2013.
ISBN-13: 978-1593275099 1st Edition

2. Applied Cryptography Bruce Schneier, John Wiley & Sons, 2nd Edition. ISBN-13: 978-0471117094
2nd Edition

3. Cybersecurity and Cyberwar P. W. Singer & Allan Friedman, Oxford University Press, 2014. ISBN-13:
978-0199321060 2nd Edition

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Marks Total Passing
Case-study-based Threat
; 20
Analysis
Ersglf;tsilgr? Security Tool Exercises
Continuous (Wireshark, Snort, SIEM) 10 50 20
hensi .
ESQFS;; Of]n(sé\gE) Malware / Log Analysis 10
Assignments
Attendance & Participation 10
EvaIIELTaCii on Practical Performance 30 50 20
Oral Examination 20
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D Y Patil College of Engineering, Akurdi, Pune
An Autonomous Institute from AY 2024-25, Affiliated to Savitribai Phule Pune University,
Department of Information Technology

Program Elective Course V

Course Code

IT124PES07-C

Course Title: Advanced Computer Architecture (HPC Track)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites: Python programming language

Course Objectives:

The course aims to enable students to:

1. To understand advanced architectural techniques used in modern computing systems.

2. To study instruction-level parallelism in high-performance processors.
3. To analyze memory hierarchy and cache coherence mechanisms.

4. To explore multicore, vector and GPU architectures used in HPC.
5

. To understand high performance computing architectures and performance optimization

techniques.
Course Outcomes: Student will-
CO1 Explain advanced architectural concepts and system performance metrics. BT 2
CO2 Analyze instruction level parallelism and pipeline optimization techniques. BT 3
COs3 Evaluate memory hierarchy design and cache coherence mechanisms. BT5
CO4 Understand multicore, vector and GPU architectures BT 2
CO5 Analyze HPC systems and interconnection architectures for scalable BT 3
computing
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Syllabus

Unit | Fundamentals of Advanced Computer Architecture and HPC 6 Hrs

Review of computer architecture fundamentals, Performance metrics: CPI, IPC, throughput and latency,
Amdahl’s Law and Gustafson’s Law, Benchmarking and performance evaluation, Introduction to High
Performance Computing (HPC), Evolution of supercomputing architectures

Unit 11 Instruction Level Parallelism (ILP) 7 hrs

Pipeline architecture and pipeline hazards, Instruction scheduling techniques, Static and dynamic scheduling,
Score boarding technique, Tomasulo’s algorithm, Superscalar processors, Out-of-order execution

Unit I11] Memory Hierarchy and Cache Organization | 7 hrs
Cache memory organization and mapping techniques, Multi-level cache hierarchy, Cache performance
optimization, Cache coherence problem, Cache coherence protocols (MESI), Memory consistency models,
NUMA vs UMA architectures

Unit IV Multicore, Vector and GPU Architectures 7 hrs

Multithreading architectures, Simultaneous multithreading (SMT), Chip multiprocessors (CMP), Vector
processors and SIMD architecture, GPU architecture overview, CUDA execution model, GPU vs CPU
architecture comparison

Unit VvV High Performance Computing Architectures 8 hrs

Cluster computing systems, Distributed memory architectures, Interconnection networks: Bus, Mesh, Torus,
Hypercube, Parallel programming models overview (MPI, OpenMP), Performance bottlenecks in HPC
systems, Energy efficient computing architectures, Case studies of modern HPC systems
Text Books:

1. John L. Hennessy & David A. Patterson — Computer Architecture: A Quantitative Approach
2. Kai Hwang — Advanced Computer Architecture

Reference Books:

1. Michael J. Quinn — Parallel Programming in C with MPI and OpenMP
2. Shane Cook — CUDA Programming: A Developer’s Guide to Parallel Computing

Journal Papers:

https://link.springer.com/chapter/10.1007/978-3-031-78412-5 2
https://link.springer.com/chapter/10.1007/978-3-031-96157-1_42

V Lab:

N e

1. https://kodekloud.com/free-labs

NPTEL:
1. https://onlinecourses.nptel.ac.in/noc23_cs07

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component Level Unit1 | Unit2 | Unit3 | Unit4 | Unit5| 14ig Passing

End Semester Institute 10 10 10 10 10 50 20
Examination (ESE)

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage (Marks) Description
Assignments 10 Written test covering Unit I-11 (conceptual + descriptive)
. Multiple-choice and problem-solving questions on
Quiz Gate Pattern 10 Architecture fundamentals
Case Study Advance Computer Architecture based case study / cache
Analysis 10 analysis / short technical report
Seminar Individual / group seminar on emerging Computing
Presentation 10 concepts, tools, or industry practices
Short Answer Short answers questions based on Computing concepts,
Questions 10 tools.
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Course Category | Program Elective course V Course Code IT124PE508-C

Course Title: Advanced Computer Architecture Lab (HPC Track)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass

0 0 2 - 1 | CCE - - |- 50 20 40

Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites: Software Engineering, Cloud Computing, Computer Networks

Course Objective

The course aims to enable students to:
1. Tounderstand advanced architectural concepts and system performance metrics.

2. To understand containerization instruction level parallelism and pipeline optimization techniques.

3. To understand memory hierarchy design and cache coherence mechanisms.
4. To understand multicore, vector and GPU architectures
5. Tounderstand HPC systems and interconnection architectures for scalable computing

Course Outcomes: Outcome is specification of course the student will

CO1 | Explain advanced architectural concepts and system performance metrics. BT2
CO2 | Analyze instruction level parallelism and pipeline optimization techniques. BT4
COg3| Evaluate memory hierarchy design and cache coherence mechanisms. BT5
CO4 | Understand multicore, vector and GPU architectures BT3
CO5| Analyze HPC systems and interconnection architectures for scalable computing BT5
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Guidelines for Instructor's Manual

2. The faculty member should prepare the laboratory manual for all the experiments and it shouldbe made
available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Student should submit term work in the form of handwritten journal based on specified list of
assignments.

Practical Examination will be based on the term work.

. Candidate is expected to know the theory involved in the experiment.

. The practical examination should be conducted if and only if the journal of the candidate is

. complete in all aspects.

Guidelines for Lab /TW Assessment

List of Laboratory Assignments

Assignment 1 (CO1)

Write a program to compute and analyze performance parameters such as CPI, IPC, speedup, and execution
time using different processor configurations

Assignment 2 (CO1)

Develop a program to demonstrate Amdahl’s Law and analyze system speedup for different levels of
parallelization.

Assignment 3 (CO2)

Simulate a 5-stage instruction pipeline and demonstrate the impact of data hazards, structural hazards, and
control hazards on performance

Assignment 4 (CO2)

Implement instruction scheduling techniques to reduce pipeline stalls and improve execution efficiency.

Assignment 5 (CO3)

Develop a simulator to analyze cache mapping techniques (Direct Mapping, Set Associative, Fully
Associative) and calculate cache hit/miss ratio.

Assignment 6 (CO3)

Kubernetes Installation and Pod Deployment

a) Install Minikube/Kubernetes and verify cluster status.

b) Deploy a basic Pod using YAML configuration files.

c) Inspect pod logs, describe pod states, and troubleshoot failures.

Assignment 7 (CO4)

Implement a parallel program using OpenMP to perform operations such as matrix multiplication or vector
addition and compare with sequential execution.

Assignment 8 (CO4)

Implement parallel sorting algorithms (e.g., Parallel Merge Sort or Parallel Quick Sort) using multithreading
and analyze speedup.

Assignment 9 (CO5)

Write a basic CUDA program for vector addition or matrix multiplication to understand GPU-based parallel
processing

Assignment 10 (CO5)

Measure and analyze speedup, efficiency, and scalability of parallel applications using different numbers of
processors/threads
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Reference Books:

1. Michael J. Quinn — Parallel Programming in C with MPI and OpenMP
2. Shane Cook — CUDA Programming: A Developer’s Guide to Parallel Computing

Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

Examiners will judge the understanding of the practical performed in the examination by asking some questions
related to theory & implementation of experiments he/she has carried out.

Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the faculty concerned member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications.
All the assignments should be conducted on 64-bit open-source software.

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Rubrics for Continuous Evaluation

Component Level Parameters Marks | Total | Passing
Execution of Practical 20
Participation & Engagement in
Lab  Sessions  (Execution, 10
- _ Debugging, Discussion) 50 20
FOQressIVe | Readability, correctness, 10
Continuous Evaluation | renorts
Comprehensive Implementation, demo, report 10
Evaluation (CCE) quality of mini project
Performance (Execution of
assigned Program, Correctness 30
End Evaluation L& Speedup Demonstration) 50 20

Concepts,  tools,  pipeline

; 20
explanation
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Course Category Program Elective Course V Course Code IT124PES07-D

Course Title: Cryptography and Network Security (Blockchain Track)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T = SL Cr Exam Min Max | Min
Max | Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites: Differential and Integral Calculus, Basic Mathematics & Logic

Course Objective

By the end of the course, students will be able to:
1. Understand the basic principles of cryptography and its significance in digital communication.
2. Explain symmetric and asymmetric cryptographic techniques and their applications.
3. Analyze fundamental network security threats and tools to mitigate them.
4. Evaluate the role of cryptography and secure communication protocols in modern systems
5. Explore emerging trends in cryptography and network security along with ethical practices.

Course Outcomes: Outcome is specification of course the student will

CO1 | Critically analyse the fundamental principles of cryptography, including encryption,
decryption, and key management, to evaluate their effectiveness in securing digital BT3
communication.

CO2 | Design secure solutions by applying symmetric algorithms (e.g., AES) and

asymmetric algorithms (e.g., RSA) to address real-world data protection challenges. BT 6
CO3 | Evaluate the effectiveness of network security mechanisms, such as firewalls, VPN,
and intrusion detection systems, in mitigating emerging threats like sniffing and man- BTS

in-the-middle attacks.

CO4 | Assess the role and impact of secure communication protocols like HTTPS, SSL/TLS,
and SSH in ensuring data confidentiality and integrity over networks. BTS

CO5 | Assess the role and impact of secure communication protocols like HTTPS, SSL/TLS, BT6
and SSH in ensuring data confidentiality and integrity over networks.
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Syllabus

Unit | Basics of Cryptography 8hrs

Introduction to Cryptography: Definition, importance, and historical background of cryptography. Role of
cryptography in ensuring confidentiality, integrity, and authentication. Types of Cryptography: Symmetric
and asymmetric cryptography. Basic concepts of encryption, decryption, cryptographic keys (public and
private).Applications of Cryptography: Secure messaging, digital signatures, digital certificates. Overview
of cryptographic protocols such as SSL/TLS and HTTPS.

Unit 1l Symmetric Key Cryptography 8hrs

Introduction to Symmetric Encryption: Concept, working, and importance in secure communication.
Symmetric Encryption Algorithms: DES and AES algorithms. Strengths and Limitations: Advantages, key
distribution problems, and role of symmetric encryption in modern systems. Applications: File encryption,
disk encryption, and secure data storage.

Unit 111 | Asymmetric Key Cryptography \ 8hrs

Introduction to Asymmetric Encryption: Public key and private key mechanisms and their importance. Key
Algorithms and Applications: RSA algorithm, Diffie-Hellman key exchange, digital signatures, and digital
certificates. Comparison with Symmetric Cryptography: Trade-offs in terms of speed, security, and
practical use cases

Unit IV Fundamentals of Network Security 8hrs

Introduction to Network Security: Overview of LAN, WAN, and Internet vulnerabilities. Network Attacks:
Sniffing, spoofing, and man-in-the-middle attacks. Network Security Tools and Techniques: Firewalls,
IDS/IPS, and Virtual Private Networks (VPNs). Secure Communication Protocols: HTTPS, SSH, and their
relevance in data transmission.

Unit vV Ethical Practices in Cryptography and Network Security 7hrs

Advanced Cryptographic Techniques: Basics of block chain cryptography and introduction to quantum
cryptography. Current Network Security Challenges: Zero-day vulnerabilities, ransomware, and Advanced
Persistent Threats (APTs). Ethical and Legal Aspects: Ethical hacking and overview of data protection
laws such as GDPR and IT Act (India).

Text Books:

1. Cryptography and Network Security: Principles and Practice&quot; by William Stallings
2. Introduction to Modern Cryptography&quot; by Jonathan Katz and Yehuda Lindell

Reference Books:

Reference Books:
1. Network Security Essentials: Applications and Standards&quot; by William Stallings
2. Applied Cryptography: Protocols, Algorithms, and Source Code in C&quot; by Bruce
Schneier

NPTEL:

1) nptel.ac.in/courses/106105162
2) Bing Videos

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component Level Unitl | Unit2| Unit3| Unit4 | Unit5| Total | Passing
End Semester Examination | \qtir e 0 | 10 | 20 | 10 | 10 | 50 | 20
(ESE)
Continuous Comprehensive Evaluation (CCE)

Component Level Unitl | Unit2 | Unit3 | Unit4 | Unit5 | Total Passing

Continuous Faculty 5 5 5 5 5 25 20

Comprehensive
Assessment (CCE) Department 10 10 10 10 10 25
CCEl | CCE2 | CCE3 | CCE4 | CCE5
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Course Program Core Course V Course Code IT124PES07-D
Category

Course Title: Cryptography & Network Security Lab (Block Chain Track)

Teaching Scheme Evaluation Scheme

Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min

Max | Marks for Pass

for Pass
0 0 2 - 1 | CCE - - |- 50 20 40
Total Hours ESE - - 50 20

0 0 26 04 Total hrs:30

Prerequisites: Basic Programming Knowledge,Fundamentals of Mathematics,Computer Networks
Basics,Operating System Knowledge,Software & Tools Familiarity,Ethical Awareness.

Course Objective : This course aims to build the

1. Provide hands-on experience in implementing cryptographic algorithms and understanding their
practical behavior.

2. Develop practical skills in applying symmetric and asymmetric encryption techniques for securing
data.

3. Expose students to real-time network security tools and techniques used to identify and mitigate
vulnerabilities.

4. Familiarize students with secure communication protocols and authentication mechanisms used in
modern systems.

5. Encourage awareness of emerging trends and ethical responsibilities in cryptography and network
security.

Course Outcomes: After successful completion of the course units the student will

CO1 {Implement classical and modern cryptographic algorithms to understand the practical aspects of

encryption, decryption, and key management. BT2
CO2 Design and develop secure solutions using symmetric (DES, AES) and asymmetric (RSA,
Diffie—Hellman) cryptographic techniques. BT4
CO3 |Analyse network vulnerabilities by performing experiments related to packet sniffing, spoofing
concepts, and firewall/IDS configuration. BT3
CO4 | Demonstrate the working of secure communication protocols such as SSL/TLS, HTTPS, SSH,
and digital signatures in real-time environments. BT3

COS5 |Explore advanced cryptographic concepts such as blockchain hashing and study ethical, legal, and [BT5
cybersecurity best practices.
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments and it shouldbe
made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

2.Student should submit term work in the form of handwritten journal based on specified list of assignments.
3.Practical Examination will be based on the term work.

4.Candidate is expected to know the theory involved in the experiment.

5. The practical examination should be conducted if and only if the journal of the candidate is complete in all
aspects.

Guidelines for Lab /TW Assessment

1.Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2.Examiners will judge the understanding of the practical performed in the examination by asking some questions
related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications. All
the assignments should be conducted on 64-bit open-source software.
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List of Laboratory Assignments

Group A: (CO1,C0O2)

Assignment 1 (CO1)

Implement Caesar Cipher, Playfair Cipher, and Vigenére Cipher in C/C++/Python. Perform encryption and
decryption of user-defined plaintext. Analyze security limitations and compare substitution techniques.

Assignment 2 (CO1)

Develop a program to encrypt and decrypt text/file data using AES (128-bit key). Compare encryption time
for different key sizes (128/192/256-bit). Demonstrate secure file storage.

Assignment 3 (CO2)

Design and Implementation of a Hybrid Cryptographic System using AES and RSA for Secure Data
Transmission.

Group B: (CO3, CO4)

Assignment 1 (CO3)

Generate RSA public and private keys using prime numbers. Encrypt and decrypt a message. Measure
computational overhead and compare symmetric encryption.

Assignment 2 (CO 3)

Simulate two communicating parties performing Diffie—Hellman key exchange. Verify shared secret key
generation. Demonstrate concept of Man-in-the-Middle attack (theoretical/demo).

Assignment 3(CO4)

Generate a digital signature using RSA. Verify message authenticity using public key. Study X.509 certificate
structure using OpenSSL and verify certificate chain.

Group C: (CO4, CO5)

Assignment 1 (CO 4)

Capture live network traffic using Wireshark. Identify HTTP, HTTPS, DNS packets. Analyze unencrypted
vs encrypted communication. Study sniffing attack implications.

Assignment 2 (CO 5)

Configure basic firewall rules in Windows/Linux. Demonstrate blocking specific ports/services. Study working
principles of IDS/IPS tools and analyze intrusion alerts.

Assignment 3 (CO5)

Observe SSL/TLS handshake using browser developer tools or OpenSSL. Examine certificate details, encryption
algorithms used, and certificate authority chain. Compare HTTP vs HTTPS communication.

(Mini Project) (CO4, CO5)

Implement SHA-256 hashing for data integrity verification. Develop a simple blockchain simulation showing block
linking via hash. Study case examples of ransomware or zero-day attacks. Review provisions under IT Act (India).

Reference Books:

1. Cryptography and Network Security: Principles and Practice — William Stallings
2. Network Security and Cryptography — Bernard Menezes
3. Applied Cryptography — Bruce Schneier

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Marks | Total |Passing
Attendance 12
_ Progressive Imp_lementation of 18
Continuous _ Evaluation Assignments
Comprehensive 50 20
Evaluation Quality of 10
(CCE) Journal
Viva-Voce 10
End Practical Examination 50 50 20
Evaluation
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Course Program Multi-Disciplinary Course V' |Course Code IT124MD509
Category
Course Title: Cyber Laws and Ethical Hacking
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max | Marks for Pass
for Pass
4 0 0 - 4 CCE 50 20 40 - -
Total Hours ESE 50 20 - -
52 0 0 68 Total hrs:120

Prerequisites: Computer Networks, Basic Knowledge of Internet & Security Concepts

Course Objective

The course aims to enable students to:

1.
2.
3.

4.
5.

To understand the legal framework governing cyberspace and information security.

To familiarize with the Indian IT Act, cyber crimes, and digital evidence.

To understand cyber security fundamentals, ethical hacking concepts, tools, phases, and legal
considerations.

To understand common cyber-attacks, vulnerabilities, and countermeasures.

To develop awareness of ethical, legal, and professional responsibilities in cybersecurity.

Course Outcomes: Outcome is specification of course the student will

Co1

Explain fundamental concepts of cyber laws, cyber-crimes, and legal provisions related to BT 2
information security.

COo2

Interpret Indian IT Act, cyber regulations, and legal procedures for handling cyber offenses | BT 3
and digital evidence.

CO3 | Describe Cyber security, ethical hacking concepts, phases, tools, and methodologies usedto | BT 3
assess system security.

CO4 | Analyze common security threats, vulnerabilities, and cyber-attacks with appropriate BT 4
preventive measures.

CO5 | Evaluate ethical, legal, and professional responsibilities of cybersecurity professionals in BT5

real-world scenarios.
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Syllabus

Unit 1 | Introduction to Cyber Laws |10 hrs
Introduction to Cyberspace and Cyber Law: Definition and scope, Need for Cyber Laws, Types of Cyber

Crimes, Cyber Crime Classification: Against individuals, organizations, and government, Digital
Evidence and its importance, Admissibility of electronic evidence, Cyber Law framework in India, Role
of law enforcement agencies in cyber crime handling, National and international challenges in cyber law

enforcement.

Unit 1l Information Technology Act and Legal Framework 10 hrs

Information Technology Act, 2000 — Objectives and Features, Amendments to IT Act, 2008, Cyber Offenses
and Penalties, Cyber Appellate Tribunal, Digital Signature and Electronic Records, Intellectual Property
Rights in Cyberspace, IT Act Indian Perspective and IT Act Global Perspective, Legal Framework — Basic,
Important Legal Framework, Overview of important sections of IPC relevant to cyber crimes, Legal

Framework: basic concepts and important legal framework.

Unit HI Introduction to Cyber security and Ethical Hacking 11hrs

Digital Devices Security, Tools and Technologies for Cyber Security, Ethical Hacking: Definition and
Scope, Types of Hackers: White Hat, Black Hat, Grey Hat, Ethical Hacking Phases : Reconnaissance,
Scanning, Gaining Access, Maintaining Access, Covering Tracks, Legal and Ethical Issues in Hacking,
Introduction to penetration testing, Vulnerability scanning and security auditing, Legal and ethical issues in

hacking, Responsible disclosure and bug bounty concepts.

Unit IV Cyber Attacks and Vulnerabilities 11 hrs

Introduction of Cyber Attacks, Objectives of Cyber Attacks, Types of Cyber Attacks: Phishing, Spear
Phishing, Whaling, Malware Attacks: Virus, Worms, Trojans, Ransomware, Network Attacks: Sniffing,
Spoofing, DoS/DDoS, Web Application Attacks: SQL Injection, XSS, CSRF, Password Cracking
Techniques, Social Engineering Attacks, Vulnerability Assessment Concepts. Vulnerability Assessment:

meaning, concepts, and methods, Risk, threat, vulnerability, and exploit: difference and relation.

Unit V Cyber Security Ethics 10 hrs

Cyber Ethics and Professional Responsibility, Privacy and Data Protection Laws, Cyber Security Policies
and Compliance, Cyber Forensics Overview

Case Studies: Cybercrime and Cybersecurity Response in India, Ransomware Attack on AIIMS Delhi
(2022), Cosmos Bank Cyber Heist (Pune, 2018), BigBasket Data Breach (2020), Union Bank of India Cyber
Fraud (2016), WannaCry Ransomware Impact in India (2017).
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Text Books:

1. Nina Godbole and Sunit Belapure, Cyber Security: Understanding Cyber Crimes, Computer Forensics
and Legal Perspectives, Wiley India Pvt. Ltd., ISBN: 978-81-265-2179-1, 1st Edition.
2. Farooq Ahmad, Cyber Law in India, Oxford University Press, ISBN: 978-0-19-946138-6, 2nd Edition.

Reference Books:

1. Ankit Fadia, Ethical Hacking, Macmillan Publishers India Ltd., ISBN: 978-0-02-065243-1, 2nd
Edition.

2. Michael T. Simpson, Kent Backman and James E. Corley, Hands-On Ethical Hacking and Network
Defense, Cengage Learning, ISBN: 978-1-305-09418-0, 3rd Edition.

3. Vakul Sharma, Information Technology Law and Practice: Cyber Laws and Laws of E-Commerce,
Universal Law Publishing, ISBN: 978-93-5035-904-8, 4th Edition.

4. William Stallings, Network Security Essentials: Applications and Standards, Pearson Education,
ISBN: 978-0-13-444428-4, 6th Edition.

V Lab:

1. Cyber Crime Portal — Government of India https://cybercrime.gov.in

2. National Cyber Crime Training Portal (NCCRP) https://www.i4c.mha.gov.in

NPTEL:

1. Cyber Security & Cyber Law Courses
https://nptel.ac.in

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component

Level

Unit1 | Unit2 | Unit3 | Unit4 | Unit5 | Total | Passing

End Semester Exami
(ESE)

hatien Institute

10 10 10 10 10 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component V\(/&g?f(asge Description
Written assignments based on course topics such as cyber laws,
Assignments 10 cyber-attacks, and cybersecurity concepts to evaluate
understanding and analytical skills.
Short quizzes conducted periodically to assess students’
Quiz 10 knowledge of key concepts and terminology in cybersecurity
and cyber laws.
Students design and present a technical poster on a4
Technical Poster 10 cybersecurity topic such as cyber-attacks, ethical hacking, or
cyber laws to demonstrate research and presentation skills.
VLab-Based 10 Practical assessment using Virtual Labs to perform
Assessment cybersecurity-related experiments and analyze results.
. Analysis of real-world cybersecurity incidents (e.g.,
Mln’IA\Cn:Is;?;udy 10 ransomware attacks_or data breaches) to understand causes,
impacts, and preventive measures.
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Course Category Open Elective V Course Code IT1240E510

Course Title: Data Visualization

Teaching Scheme Evaluation Scheme

Theory Marks Practical Marks

L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass
3 0 0 - 2 CCE 50 20 |40 -
Total Hours ESE 50 20 -
36 0 0 24 Total hrs:60

Prerequisites: Computer Organization, Data Structures & Algorithms, Basics of C Programming

Course Objective

The course aims to enable students to:
To understand the fundamentals, importance, and role of data visualization in data-driven decision

1.

2.

3.

4.

5.

making.

To understand the principles of visual perception, design techniques, and ethical practices for creating

effective visual representations.

To understand and apply programming-based visualization techniques using Python libraries for

exploratory and explanatory analysis.

To understand and implement advanced visualization methods using R and grammar-of-graphics for

multidimensional data analysis.

To understand and design interactive dashboards and visual reports using modern industry-standard

visualization tools such as Tableau and Power BI.

Course Outcomes: Outcome is specification of course the student will

Co1
Explain fundamental concepts, principles, and importance of data visualization. BT 2
CO2 S : o . : -
elect appropriate visualization techniques based on data types and analytical objectives. BT 3
CO3 | Implement effective visualizations using Python libraries for exploratory and explanatory BT 3
analysis.
CO4 | Develop advanced statistical and multivariate visualizations using R and grammar of BT 4
graphics.
CO5 | Design professional dashboards and visual stories using modern BI tools for real-world BTS

datasets.
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Syllabus

Unit | Foundations of Data Visualization 6 Hrs

Introduction to data visualization and visual analytics, importance of data visualization in IT and industry
applications, data, information and knowledge — visualization pipeline, human visual system and visual
perception, cognitive vs perceptual design, principles of good visualization, ethics in data visualization
and misleading visuals, overview of visualization tools and ecosystem.

Unit 1l Data Types, Design Principles and Storytelling 7 hrs

Types of data (categorical, numerical, temporal, spatial), data-to-visual encoding (position, size, color,
shape), chart selection guidelines and best practices, exploratory vs explanatory data visualization,
visualizing distributions, comparisons, relationships and trends, data storytelling (narrative, context and
audience), designing effective static and interactive dashboards.

Unit 111 | Visualization using Python | 7hrs

Python visualization ecosystem overview, introduction to Matplotlib (architecture and plot types),
customization (labels, legends, annotations, styles), multivariate visualization and subplots, introduction
to Seaborn (statistical visualizations), relationship, distribution and categorical plots, introduction to
interactive visualization using Plotly.

Unit IV \ Visualization using R and Grammar of Graphics | 8 hrs

Introduction to RStudio and R visualization packages, grammar of graphics concept, ggplot2 (aesthetics,
geometries and layers), univariate and multivariate visualizations using ggplot2, faceting and theming for
comparative analysis, advanced visualizations and customization, case-based visualization using real-
world datasets.

UnitV | Visualization Tools and Dashboards | 8 hrs

Role of Bl tools in industry and decision support systems, introduction to Tableau (data connection,
charts and filters), dashboard design principles and interactivity in Tableau, introduction to Power BI
(data modeling and visuals), designing KPIs, reports and dashboards in Power BI, visualization best
practices for business and IT applications, case studies on industry dashboards.

Text Books:

=

Claus O. Wilke, Fundamentals of Data Visualization, O’Reilly Media, 2019.
2. Andy Kirk, Data Visualization: A Successful Design Process, Packt Publishing.

Reference Books:

Edward Tufte, The Visual Display of Quantitative Information, Graphics Press.
Cole Nussbaumer Knaflic, Storytelling with Data, Wiley.

Scott Murray, Interactive Data Visualization for the Web, O’Reilly

Ben Jones, Communicating Data with Tableau, O’Reilly.

N

Journal Papers:
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1. https://veterinaria.org/index.php/REDVET /article/view/875

2. https://libraryquides.vu.edu.au/research-data-management/data-visualisation

V Lab:

1. https://ids-amrt.vlabs.ac.in/exp/data-visualisation-matplotlib/

NPTEL.:

1. https://onlinecourses.swayam2.ac.in/imb26_mg110/preview

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Scheme for Theory Examination

Component Level Unitl | Unit2| Unit3| Unit4 | Unit5| Total | Passing
End Semester Examination | e e 0 | 10 | 10 | 10 | 10 | 50 | 20
(ESE)
Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)
Component Weightage (Marks) Description
Assianments 10 Assignments covering data visualization fundamentals,
g visual perception, design principles, chart selection.
. Multiple-choice and problem-solving questions on
Gate Pattern Quiz 10 visualization principles.
Students must study one relevant research/industry article
Article-Based Case 10 and submit a 3-5 page case-study report summarizing the
Study (1) visualization problem, design approach, tools used, and
key insights.
Placement Based Individual assessment that can help guide students
10 . .
Assessment towards placement preparations based on this course.
Mini Project 10 Make a mini project relevant to the course
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Course Non-Credit Mandatory Course V' |Course Code IT124NC511
Category
Course Title: Prompt Engineering
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 0 |CCE - - |- 50 20 20
Total Hours ESE - - - -
0 0 26 00 Total hrs:26

Prerequisites: Basic computer skills, access to Al tools, fundamental understanding of Al/LLMs, and basic
English communication skills.

Course Objective
1. To provide students with a comprehensive understanding of Generative Al language models.

2. To introduce the principles of prompt engineering, including the creation and optimization of effective
prompts tailored to specific tasks and applications.
3. To equip students with the skills to use Al prompts in everyday tasks, such as idea generation, customer

support, and content creation.

4. To explore various prompt frameworks and specialized techniques, enabling students to apply advanced
methods in different scenarios.

Course Outcomes: Outcome is specification of course the student will

CO1 |Demonstrate the experimental procedures and underlying principles of prompt engineering and
generative Al through oral presentations and comprehensive documentation reports. BL2
CO2 | Use prompt engineering strategies such as zero-shot, few-shot, persona-based, and chain-of- thought

prompting to develop intelligent solutions for tasks including text generation, summarization, code
generation, and classification using tool.

BL3

CO3| Apply generative Al architectures such as Autoencoders, VAEs, BERT, GPT, and Diffusion Models
to build and evaluate models for tasks in vision and language domains using tools.

BL3

CO4| Analyze the effectiveness, relevance, and performance of different prompting techniques and
generative models across tasks by comparing human and automatic evaluation metrics. BL4

CO5| Design and evaluate intelligent systems that integrate prompt engineering techniques with BL5
generative Al models for solving domain-specific problems in real-world contexts.
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments and it shouldbe
made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Students should submit term work in the form of handwritten journal based on specified list of assignments.
Practical Examination will be based on the term work.

Candidate is expected to know the theory involved in the experiment.

The practical examination should be conducted if and only if the journal of the candidate is

complete in all aspects.

agbrwnE

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as|
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications. All
the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments
Group A: CO1, C0O2, CO3, CO4, CO5
Assignment 1 (CO1)
Zero-Shot and Few-Shot Prompting for Text Classification
Objective: To design, implement, and evaluate zero-shot and few-shot prompts using large language models for
text classification tasks.

Assignment 2 (CO2)

Develop and implement prompts that emulate expert-level behavior through role-based and persona-driven
prompting techniques in order to examine how assigned roles influence response style, depth, and specificity.

Assignment 3 (CO3)

Develop and evaluate prompts for mathematical and logical reasoning tasks that incorporate advanced reasoning
strategies, and systematically compare the depth, coherence, and accuracy of the generated responses.

Assignment 4 (CO4)

Create several prompt variations for a single task and evaluate their performance using both human evaluation
and automated metrics.

Assignment 5 (CO5)

Implement prompt engineering to convert raw code into structured documentation, explanatory comments, and
corresponding test cases.

Capstone Project: (CO1, CO2, CO3, CO4, CO5)

Intelligent Prompt-Driven Assistant for Domain-Specific Applications
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Design and develop a prompt-driven intelligent assistant that leverages large language models (LLMs) to perform
tasks within a chosen domain (such as education, healthcare, legal, software development, marketing, or customet
service). The system should accept structured or unstructured user inputs and use tailored prompting techniques
(zero-shot, few-shot, persona-based, or chain-of-thought) to generate relevant, context-aware outputs.
The application must incorporate the following core functionalities:
o Prompt design interface or predefined templates for interacting with the LLM. Dynamic context handling
o (e.g., user roles, task types, or objectives).
e Output generation and display, possibly including summaries, recommendations,
completions, explanations, or reports.
o Optional prompt evaluation, refinement, or A/B testing mechanism.
Students are encouraged to:
o Select their own application domain.
o Customize prompting techniques and response evaluation metrics.
Implement relevant ethical and safety checks (e.g., avoiding hallucinations, biased content, or adversarial use).
Group B: CO1, CO2, CO3, CO4, CO5
Assignment 7 (CO3)

Construct and train AutoEncoder and Variational AutoEncoder models using a deep learning platform, and
compare their image reconstruction results on MNIST or CIFAR-10.

Assignment 8 (CO3)
Develop and fine-tune a pre-trained BERT model for sentiment analysis using the Hugging Face Transformers
library, and evaluate its performance using classification metrics such as Accuracy and F1-score.

Assignment 9 (CO3)
Build a text generation system using GPT-2 and generate meaningful outputs based on input prompts, while
analyzing the impact of different temperature and top-k sampling values.

Assignment 10 (CO3)
Implement a pre-trained text-to-image model and evaluate the generated image quality using Fréchet Inception
Distance (FID) or subjective human judgment.

Capstone Project: (CO1, CO2, CO3, CO4, CO5)
Design and develop a generative Al-based application that uses pre-trained models to generate content such as
text, images, or code. The system should accept user prompts (text descriptions, keywords, or partial inputs) and
generate meaningful and contextually appropriate outputs. Students may choose their preferred application
domain such as education, marketing, healthcare, or entertainment.
Reference Books:

1. Cryptography and Network Security: Principles and Practice — Pearson, 2024. A widely used textbook|
covering modern cryptographic algorithms, network security protocols, and practical security applications.

2. Introduction to Modern Cryptography — CRC Press, 2025.Covers theoretical foundations and modern
cryptographic constructions used in real-world secure systems.

3. Classical and Modern Cryptography for Beginners — Springer, 2023.Explains classical ciphers, modern
encryption techniques, hashing, and digital signatures with practical examples.

4. Applied Cryptography — Wiley. A classic reference explaining cryptographic algorithms, protocols, and
their implementation.

5. Network Security Essentials: Applications and Standards — Pearson (latest edition). Focuses on practical
network security mechanisms and standards used in modern systems.

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Marks | Total Passing
Regular Attendance and Participatior] 2020

Continuous _ _

Compre_hensive Progressive Experiment Preparation / Pre-lab 110g

Evaluation Evaluation Work

(CCE) : : 50 | 20
Implementation and Execution of 10 10
Experiments
Lab Record / Documentation 10 10
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Course Category | Non-Credit Mandatory Course V | Course Code IT124NC512

Course Title: Aptitude & Technical Mastery Placements IlI

Teaching Scheme Evaluation Scheme

Theory Marks Practical Marks

L T P SL*| Cr |Exam Min Max | Min

Max | Marks for Pass
for Pass

0 0 2 - 0 CCE - - |- 50 20
Total Hours ESE - - - -

20

0 0 40 0 Total hrs:40

Basic Mathematics, Fundamentals of Logical Reasoning, Basic English Language Proficiency.

Course Objective

The course aims to enable students to:

To study fundamental quantitative aptitude concepts and mathematical techniques.

To learn numerical problem-solving methods for statistics, probability, and permutations.

To analyze logical reasoning problems using systematic and analytical approaches.

To develop effective communication and group discussion skills for professional environments.
To prepare students for personal, hr., and technical interviews required for campus placements.

agprwdnE

Course Outcomes: After successful completion of the course, the student will be able to

Apply quantitative aptitude techniques such as number systems, ratios, probability, and

co1 statistics to solve real-time aptitude and placement-oriented problems.

BT 3

Analyze numerical and logical reasoning problems including series, blood relations, directions,

co2 and puzzles to make accurate and time-efficient decisions.

BT 4

Demonstrate effective communication, critical thinking, and collaboration skills while

Co3 participating in group discussions using appropriate strategies and etiquette.

BT 4

Prepare and present structured self-introductions, resumes, and responses to hr, behavioral, and

co4 ethical interview questions with professional confidence.

BTS

Exhibit interview readiness by applying technical knowledge, virtual interview skills, and

Co5 follow-up strategies to improve employability and placement success.

BT S
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Syllabus

Unit | Foundations of Numerical Ability 12 hrs

Speed Maths Techniques, Number Systems, LCM and HCF, Pipes and cisterns, Ratios and proportions

Unit 1l Numerical Problem-Solving Skills 6 hrs

Statistics, Progressions, Permutations & combinations, Probability

Unit 111 | Logical Reasoning 110 hrs

Python visualization ecosystem overview, introduction to Matplotlib (architecture and plot types),
customization (labels, legends, annotations, styles), multivariate visualization and subplots, introduction to
Seaborn (statistical visualizations), relationship, distribution and categorical plots, introduction to interactive
visualization using Plotly.

Unit IV Group Discussion 7 hrs

Introduction to Group Discussion, Communication Skills,Role of Participants in a GD GD Techniques &
Strategies, Critical Thinking & Argumentation, Teamwork & Collaboration Skills,GD Etiquette & Do’s and
Don’ts, Practice Sessions

UnitV | Personal Interview Skills | 6 hrs

Introduction to Personal Interviews, Interview Formats, Self-Introduction / Tell Me About Yourself, Resume
Preparation & Resume-Based Questions, HR Questions, Behavioral Interviewing, Technical Interview
Skills, Ethical & Integrity-Based Questions, Virtual Interview Skills, Follow-up Strategies

Text Books:

1. Quantitative Aptitude for Competitive Examinations — R.S. Aggarwal
(Strong foundation for number systems, ratios, probability, etc.)

2. A Modern Approach to Logical Reasoning — R.S. Aggarwal

(Covers blood relations, series, puzzles, and reasoning concepts.)

3. Fast Track Objective Arithmetic — Rajesh Verma

(Helpful for speed maths techniques and shortcut methods.)

4. How to Prepare for Quantitative Aptitude for CAT — Arun Sharma
(Advanced problem-solving and analytical thinking.)

5. Group Discussion: Theory and Practice — Dr. S. S. Raghav
(Structured understanding of GD skills and strategies.)

6. Cracking the Coding Interview / Interview Preparation Guide — Gayle Laakmann McDowell
(Good support for interview preparation and structured responses.)

Reference Books:

1. Verbal and Non-Verbal Reasoning — R.S. Aggarwal

(Additional practice for logical reasoning and analytical skills.)

2. Quantitative Aptitude Quantum CAT — Sarvesh Verma

(Higher difficulty level questions and conceptual clarity.)

3. Soft Skills: Personality Development for Life Success — Prashant Sharma
(Supports GD, communication, and interview readiness.)

4. The Art of Communicating — Thich Nhat Hanh

(Useful for communication skills, listening, and confidence building.)

Journal Papers:
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1. A Review on Employability Skills
https://www.researchgate.net/publication/271293771 A Review on Employability Skills

2. Developing Career-Related Skills through Project-Based Learning
https://www.sciencedirect.com/science/article/abs/pii/S0191491X24000579

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Rubrics for Continuous Evaluation

Component Level Parameters Marks|Total | Passing
Continuous Progressive  |Regular Attendance and Participation 10
Comprehensive Evaluation , 50 20
Evaluation Assessment taken by appointed vendors | 44
(CCE)
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Course Program Core Course VI Course Code IT124PC601
Category

Course Title: Data Science & Big Data Analytics

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites: Programming skill

Course Objective

1. To introduce basic need of Big Data and Data science to handle huge amounts of data.
To understand the basic mathematics behind the big data.

To understand the different big data processing technologies.

To understand and apply the Analytical concept of big data using Python.

To visualize the Big Data using different tools.

6. To understand the application and impact of Big Data.

gk~ wn

Course Outcomes: After successful completion of the course the student will

CO1 | Explain the fundamental concepts of Data Science and Big Data, BT2

CO2 | Apply statistical inference techniques BT3

CO3 | Implement predictive big data analytics using Python libraries BT3

CO4 | Analyze datasets using clustering, time-series analysis, text analytics BT4

CO5 | Visualize data effectively using Python-based visualization techniques BT4
Syllabus

Unit | | INTRODUCTION: DATA SCIENCE AND BIG DATA | 8 hrs

Introduction to Data science and Big Data, need of Data Science and Big Data, Applications of Data
Science Big Data examples, Data Explosion. Big data infrastructure and challenges, Big Data Processing
Architectures, Big data learning approaches. Data, Need of Data wrangling, Data wrangling Methods.

Unit 11 | STATISTICAL INFERENCE | 8 hrs

Need of statistics in Data Science and Big Data Analytics, Measures of Central Tendency: Mean, Median,
Mode, Mid-range. Measures of Dispersion: Range, Variance, Mean Deviation, Standard Deviation. Bayes
theorem, Basics and need of hypothesis and hypothesis testing, Pearson Correlation, Sample Hypothesis
testing, Chi-Square Tests, t-test.

Unit 1 | PREDICTIVE BIG DATA ANALYTICS WITH PYTHON \ 8 hrs

Introduction to Predictive Big Data Analytics with Python, Essential Python Libraries, Basic examples.
Data Preprocessing: Removing Duplicates, Transformation of Data using function or mapping, replacing
values, Handling Missing Data. Analytics Types. Association Rules: Apriori Algorithm, FP growth.
Regression, Classification
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Unit IV | BIG DATA ANALYTICS AND MODEL EVALUATION | 7 hrs

Introduction to Text Analysis and business analysis. Clustering Algorithms, Model Evaluation and
Selection: Metrics for Evaluating Classifier Performance, Holdout Method and Random Sub sampling,
Parameter Tuning and Optimization, Result Interpretation, Clustering and Time-series analysis using
Scikit- learn, sklearn. metrics, Confusion matrix, AUC-ROC Curves, Elbow plot

Unit vV | DATA VISUALIZATION AND HADOOP \ 8 hrs

Introduction to Data Visualization, Challenges to Big data visualization, Types of data visualization, Data
Visualization Techniques, Hadoop ecosystem, Map Reduce, Pig, Hive, Analytical techniques used in Big
data visualization. Data Visualization using Python.

Case Use IRIS dataset from Scikit and plot 2D views of the dataset.
Studies

Text Books:

1. DT Editorial Services, Big Data, Black Book, DT Editorial Services, ISBN: 9789351197577,
2016Edition.
2. Big Data Analytics, Seema Acharya, Subhasini Chellappan, Wiley 2015

Reference Books:

1. Michael Mineli, Michele Chambers, Ambiga Dhiraj, "Big Data, Big Analytics: Emerging
Business Intelligence and Analytic Trends for Today's Businesses”, Wiley Publications, 2013

2. EMC Education Services, Data Science and Big Data Analytics- Discovering, analyzing
Visualizing and Presenting Data.

3. EMC Education Services, Data Science and Big Data Analytics, Wiley India,
ISBN:9788126556533

4. Jay Liebowitz, “Big Data and Business Analytics” Auerbach Publications, CRC press (2013)

Journal Papers:

1. Annals of Operations Research https://doi.org/10.1007/s10479-023-05390-7 ORIGINAL
RESEARCH Data science and big data analytics: a systematic review of methodologies used in
the supply chain and logistics research

2. Artificial Neural Networks Learning for High-Frequency Data Prediction—Big Data Approach
Based on Genetic and Micro-Genetic Algorithms Computational Economics
https://doi.org/10.1007/s10614-025-11190-x

V Lab:

1. https://nptel.ac.in/courses/106107220

MOOCSs:

1. https://nptel.ac.in/courses/106107220

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component Level Unit 1| Unit2| Unit 3| Unit 4| Unit 5| Total | Passing
End Semester :
Examination (ESE) Institute 10 10 10 10 10 50 20
Scheme for CCE Examination
Component Level Unit | Unit2 | Unit3| Unit4 | Unit5 | Total | Passing
1
Continuous Faculty 5 5 5 5 5 25 20
Comprehensive Department 5 5 5 5 5 25
Assessment Unit Test 1 (UT1) Unit Test 2 (UT2)
(CCA)
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Course Program Core Course VI Course Code IT124PC602
Category
Course Title: Data Science & Big Data Analytics Lab
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 1 |CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites Programming skill

Course Objective:

1.To understand big data primitives and fundamentals.

2. To understand the different big data processing techniques.

3. To understand and apply the Analytical concept of big data using Python.
4. To understand different data visualization techniques for big Data.

5. To understand the application and impact of big Data.

Course Outcomes: Student will-

CO1 | Apply Big data primitives and fundamentals for application development. BT 3

CO2 | Explore different Big data processing techniques with use cases. BT 4

CO3 | Apply the Analytical concept of Big data using Python. BT 3

CO4 | Visualize the Big Data using Tableau. BT 3

CO5 | Design algorithms and techniques for Big data analytics. BT 6
Guidelines

Course Design and Assessment:
e The assignments are divided into groups (A, B, C), with specific implementation
requirements.
e Group A: Study Big Data concepts, statistics, correlation, and hypothesis testing.
e Group B: Apply classification (Naive Bayes, Decision Tree) and text analytics (BoW,
TF-IDF).
e Group C: Install Hadoop, implement MapReduce, and use HiveQL for data queries.
Assessment: Based on execution, outputs, journal, and viva.

Laboratory Journal Submission:

Students must maintain a laboratory journal with a structured format:

e Title, Objective, Problem Statement, and Outcomes.
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e Theory (Concepts and Algorithms), Flowchart, and Test Cases.

e Program Code, Sample Output, Conclusion, and Analysis.

e Journals must be handwritten for problem-solving write-ups but may include soft
copies of code and outputs to reduce paper usage.

Evaluation and Assessment:
Continuous evaluation based on:

Timely submission of assignments.
Code efficiency and innovation.
Problem-solving and debugging skills.
Punctuality and active participation.

Practical examinations must include problem-solving demonstrations, viva voce, and code
walkthroughs to assess conceptual clarity.

List of Laboratory Assignments
GROUP A-CO1, CO2
Assignment 1

Study the need for Big Data and Data Science in handling large-scale datasets. Identify at least three real-world
applications and explain the characteristics (5Vs) of Big Data with suitable examples.

Assignment 2

Design a distributed application using MapReduce (Using Java) which processes a log file of a system. List out
the users who have logged for maximum period on the system. Use simple log files from the Internet and process
it using a pseudo distribution mode on Hadoop platform.
Assignment 3 (CO2)
Write an application using HiveQL for flight information system which will include Creating, Dropping, and
altering Database tables. b. Creating an external Hive table. c. Load table with data, insert new values and field
in the table, join tables with Hive d. Create index on Flight Information Table Find the average departure delay
per day in 2008.

GROUP B-CO3, CO4
Assignment 4
Perform the following operations using Python on Facebook metrics data sets
a. Create data subsets
b. Merge Data
c. Sort Data
d. Transposing Data
e. Shape and reshape Data

Assignment 5
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Perform the following operations using Python on the Air quality and heart diseases data sets
a. Data cleaning

b. Data integration

c. Data transformation

d. Error correcting

e. Data model building

GROUP C-CO5

Assignment 6

Create a review scrapper for any ecommerce website to fetch real time comments, reviews, ratings, comment
tags, customer name using Python.

Capstone Project (CO1 to CO 5)

Develop a mini project in a group using different predictive models techniques to solve any real-life problem.
(Refer link dataset- https://www.kaggle.com/tanmoyie/us-graduate-schools- admission- parameters)

Reference Books:

1. Michael Mineli, Michele Chambers, Ambiga Dhiraj, "Big Data, Big Analytics: Emerging Business
Intelligence and Analytic Trends for Today's Businesses"”, Wiley Publications, 2013

2. EMC Education Services, Data Science and Big Data Analytics- Discovering, analyzing Visualizing

and Presenting Data.

EMC Education Services, Data Science and Big Data Analytics, Wiley India, ISBN:9788126556533

4. Jay Liebowitz, “Big Data and Business Analytics” Auerbach Publications, CRC press (2013)

w

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Scheme for Practical Examination

Component Level Parameters Marks | Total | Passing
Continuous Progressive | Problem-Solving 20
Comprehensive | Evaluation | /Experiment
Assessment Completion
(CCA)
Participation and Engagement in 10
Lab Activities 50
20
Quality of Code / Scripts and 10
Analysis
Regular Lab Attendance & Journal | 10
Submission
End Semester End Performance on Assigned Lab 25
Exam Evaluation | Experiment
50 20
Oral / Viva Examination 25
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Course Category

Program Core Course VI

Course Code

IT124PC603

Course Title: Theory of Computation

Teaching Scheme

Evaluation Scheme

Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass
3 0 0 - 3 CCE 50 20 | 40 - -
Total Hours ESE 50 20 - -
36 0 0 54 Total hrs:90

Prerequisites: Differential and Integral Calculus, Basic Mathematics & Logic

Course Objective:

1.To introduce the basic concepts of formal languages and automata theory.

2.To study deterministic and nondeterministic finite automata including Moore and Mealy machines.
3.To understand regular expressions, Arden’s Theorem, and Pumping Lemma for regular languages.
4.To learn context-free grammars, parsing techniques, and normal forms.
5.To understand Turing Machines and decidability in computational models.

Course Outcomes: Outcome is specification of course the student will

COL1 | Explain the fundamental concepts of formal languages, finite automata, and closure

properties to use in computational models. BT 2
CO2 | Apply the knowledge of deterministic and nondeterministic finite automata, including
Moore and Mealy machines, for recognizing regular languages. BT 3

CO3 | Explain regular expressions and Arden’s Theorem for representing regular languages and
Describe the role of the Pumping Lemma in analyzing properties of formal languages. BT 2

CO4 | Solve the problem of context-free grammars, apply parsing techniques, and use

simplification and normal forms to represent and analyze context-free languages. BT 3
CO5 | Analyze decidability and decidability problems of Turing Machine and demonstrate the
computational limits of formal models. BT 4
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Syllabus

Unit |

Basic Concepts of TOC 6 hrs

Importance of TOC, Alphabets, Strings, Languages, Closure properties, Finite Automata (FA) and Finite
State machine (FSM), Transition Table, Transition Diagram.

Unit Il Finite Automata 8 hrs

Deterministic Finite Automata (DFA) and Nondeterministic Finite Automata (NFA): Definitions,
transition diagrams and Language recognizers, Equivalence between NFA with and without e-
transitions, NFA to DFA Conversion, Minimization of DFA, FSM with output: Moore and Mealy
machines, Applications and limitations of FA.

Unit 11 Regular Expressions and Languages 7 hrs

Regular Expression (RE):

Formal Definition of RE, Identities of RE, Operators of RS, Equivalence of RE and FA, Arden‘s
Theorem, Applications of RE

Regular Language (RL):

Closure properties of RLs, Pumping lemma for RLs.

Unit IV Grammars 8 hrs

Grammar:

Introduction and representation of Grammar, Chomsky Hierarchy.

Regular Grammar (RG):

Formal definition of RG, Equivalence of Left and Right linear grammar, Equivalence of RG and FA
Context Free Grammars (CFG):

Formal Definition of CFG, Derivation Tree, Sentential Forms, Leftmost and Rightmost Derivations,
Ambiguous Grammar and unambiguous grammar, Parse tree.

Unit V Turing Machin (TM) & Applications of TOC 7 hrs

Turing Machine:

Formal Definition of TM, Deterministic TM, Non-Deterministic TM, Multi-Tape TM, Universal TM,
Halting Problem of TM

Case Studies:

Traffic Light Controller (FSM), ATM Machine/ Vending Machine (DFA), Password Strength Checker
(Regular Languages + DFA), Binary Addition (TM)

Text Books:
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1. John C. Martin, Introduction to Language and Theory of Computation, TMH, 3rd Edition, ISBN:
978-0070660489.

2. Vivek Kulkarni, Theory of Computation, Oxford University Press, ISBN13: 978-0198084587.

Reference Books:

1. John E. Hopcroft, Rajeev Motwani, Jeffrey D. Ullman, Introduction to Automata Theory Languages
and Computation, Addison-Wesley, ISBN 0-201-44124-1.

2. K. L. P Mishra, N. Chandrasekaran, Theory of Computer Science: Automata, Languages and
Computation, Prentice Hall India, 2nd Edition.

3. Michael Sipser, Introduction to the Theory of Computation, CENGAGE Learning, 3rd Edition

ISBN- 13:978-81-315-2529-6.

Daniel Cohen, “Introduction to Computer Theory”, Wiley & Sons, ISBN 97881265133454.

5. Kavi Mahesh, “Theory of Computation: A Problem-Solving Approach”, Wiley India, ISBN-
1081265331106.

&

E- Books / E- Learning References:

1. https://cglab.ca/~michiel/TheoryOfComputation/TheoryOfComputation.pdf
2. https://theory.cs.princeton.edu/complexity/book.pdf

V Lab:

http://vlabs.iitkgp.ac.in/coa/exp9/index.html

NPTEL:

1.https://onlinecourses.nptel.ac.in/noc21 cs83/preview
2.https://nptel.ac.in/courses/106104148/

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component

Level Unitl | Unit2 | Unit3 | Unit4 | Unit5 | 1otq

Passing

End Semester Examination

(ESE)

Institute 10 10 10 10 10 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage | Description
(Marks)
Assignments 10 Assignments covering topics such as Basic Concept of TOC, Finite

Automata, Regular Expression and regular Grammar.

Quiz 10 Multiple-choice and problem-solving questions TOC, Finite
Automata, Regular Expression and Languages, Turing Machine
Technical Poster 10 \/isual explanation on topics such as Operators of RS, Equivalence of
RE and FA, Arden‘s Theorem, Applications of RE
V Lab-Based 10 AICTE-NPTEL Virtual Lab task for TOC
Assessment Perform Virtual Memory experiment and upload results.
Mini Case Study 10 Traffic Light Controller (FSM), ATM Machine/ Vending Maching

Analysis

(DFA), Password Strength Checker (Regular Languages + DFA),

Binary Addition (TM)
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Course Program Core Course VI Course Code  |IT124PC604
Category
Course Title: Cloud Computing
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass
3 0 0 - 1 CCE 50 20 |40 - -
Total Hours ESE 50 20 - -
36 0 0 54 Total hrs:90

Prerequisites: Operating System and Computer Networks

Course Objective:

CA W N e

To understand the fundamentals and evolution of cloud computing.
To learn cloud architecture, service models, and deployment models.
To gain hands-on experience with cloud platforms and virtualization.
To understand cloud security, storage, and networking concepts.

To design and deploy scalable cloud-based applications

Course Outcomes Outcome is specification of course the student will

COL1 |Explain cloud computing concepts, characteristics, and service model. BT2
CO2 |Analyze cloud architecture and deployment models. BT3
CO3 |Use virtualization and containerization technologies in cloud environments. BT3
CO4 [Deploy and manage applications on public/private cloud platforms. BT4
COS5 |Apply cloud security, monitoring, and cost management techniques. BT4
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Syllabus
Unit | Introduction to Cloud Computing 7 hrs

Origins of Cloud computing — Cloud components - Essential characteristics — On-demand self-service, Broad
network access, Location independent resource pooling, Rapid elasticity, Measured service, Comparing cloud
providers with traditional IT service providers, Roots of cloud computing

Unit II| Virtual Machines and Virtualization of Clusters and Data Centers |7 hrs
Implementation Levels of Virtualization, Virtualization Structure/Tools and Mechanisms, Virtualization of
CPU/Memory and 1/O devices, Virtual Clusters and Resource Management, Virtualization for Data Center
Automation.

Unit 1] Cloud Platform Architecture over Virtualized Datacenters | 7 hrs
Layers in cloud architecture, Software as a Service (SaaS), features of SaaS and benefits, Platform as a Service
(PaaS), features of PaaS and benefits, Infrastructure as a Service (laaS), features of laaS and benefits, Service
providers, challenges and risks in cloud adoption. Cloud deployment model: Public clouds — Private clouds —
Community clouds- Hybrid clouds - Advantages of Cloud computing.

Unit 1V| Cloud Simulators- Cloud Sim and Green Cloud 8 hrs
Introduction to Simulator, understanding CloudSim simulator, CloudSim Architecture (User code, CloudSim,
GridSim, SimJava) Understanding Working platform for CloudSim, Introduction to GreenCloud.

Unit V | Introduction to VMWare Simulator 7 hrs
Basics of VMWare, advantages of VMware virtualization, using Vmware workstation, creating virtual
machines- understanding virtual machines, creating a new virtual machine on local host, cloning virtual
machines, virtualize a physical machine, starting and stopping a virtual machine.
Case Study: VMware is virtualization software that allows users to create and run multiple operating systems
on one physical machine.
Example: A laptop running Windows 11 can run Ubuntu or Windows 10 simultaneously using VMware.
Text Books:
1. Introduction to Cloud Computing, Michael Wufka, Massimo Canonico, Springer 2026 ISBN 978-3-032-
07150-7 (Hardcover), eBook ISBN 978-3-032-07151-4
2. Mastering Cloud Computing: Foundations and Applications Programming (2nd Edition) Rajkumar,
Buyya, Christian Vecchiola, S. Thamarai Selvi, Shivananda Poojara, Satish Narayana Srirama
Elsevier / Morgan Kaufmann 2026 ISBN 978-0443404351

Reference Books:
1. Kailash Jayaswal, New Frontiers in Cloud Computing and Internet of ThingsEditors: Rajkumar
Buyya, Lalit Garg, Giancarlo Fortino, Sanjay  MisraPublisher  Springer 2022
ISBN 978-3-031-05527-0 (Hardcover) eBook ISBN 978-3-031-05528-7
2. Barrie Sosinsky, Cloud Computing Bible, Wiley 2023
3. Official documentation of AWS, Microsoft Azure, and Google Cloud Platform 2021

Journal Papers:

1. https://link.springer.com/article/10.1186/s13677-025-00838-6
2. Cloud Computing — CLOUD 2021: International Conference Proceedings Kejiang Ye, Liang-Jie
Zhang Springer 2022 ISBN 978-3-030-96325-5

V-Lab:
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1. https://www.vlab.co.in

2. https://www.cloudbus.org/cloudsim/

3. http://greencloud.gforge.uni.lu

4. https://www.vmware.com/products/workstation-pro.html

NPTEL:

1. https://onlinecourses.nptel.ac.in/noc24 cs118

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component

Level | Unit [Unit 2/Unit 3)Unit 4 Unit 5| 1qtg] Passing
1

End Semester Examination (ESE) Institute| 10 10 10 10 10 | 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage Description
(Marks)
Assignments 10 Written assignments based on topics like cloud computing

fundamentals, virtualization, SaaS, PaaS, laaS, and cloud simulators.

MCQs Quiz 10 Online or classroom quiz consisting of multiple-choice questiong
covering concepts of Unit No. Il such as cloud characteristics,
virtualization mechanisms, and deployment models.

Filling the Banks 10 Short objective questions to test understanding of key terms like
virtualization, hypervisor, cloud services, CloudSim architecture, etc.

V Lab-Based 10 Practical evaluation using tools such as CloudSim, GreenCloud, or

Assessment VMware Workstation to perform simulations or create virtual
machines.

Mini Case Study 10 Analysis of a real-world virtualization or cloud implementation case

Analysis

study (e.g., using VMware Workstation to run multiple operating

systems on a single machine.)
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Course Category | Program Elective Course VI | Course Code | IT124PE605-A
Course Title: Natural Language Processing (Al Track)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites: Programming Fundamentals, Data Structures and Algorithms, Basic Probability and Statistics,
Fundamentals of Artificial Intelligence.

Course Objective

The course aims to enable students to:

To introduce the fundamental concepts and challenges of Natural Language Processing.
To understand linguistic levels involved in processing natural language.

To apply statistical and machine learning techniques for NLP tasks.

To familiarize students with modern NLP models and applications.

To develop awareness of ethical and societal issues related to language technologies.

agrwbdE

Course Outcomes: Outcome is specification of course the student will

CO1 [ Demonstrate understanding of Natural Language Processing in practical contexts BT2

CO2 | Apply text preprocessing and linguistic analysis techniques BT3

CO3 | Analyze classical NLP models for language processing tasks BT4

CO4 | Investigate machine learning and neural network models for solving NLP problems BT4

CO5 | Assess the ethical implications, societal impact, and sustainability aspects of Natural | BT5
Language Processing (NLP) systems in real-world applications.
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Syllabus

Unit | Introduction to Natural Language Processing 8 hrs

Introduction to Natural Language Processing; Applications of NLP; Challenges in natural language
understanding; Levels of linguistic analysis: phonology, morphology, syntax, semantics, and pragmatics;
NLP pipeline; Role of NLP in Artificial Intelligence and Data Science.

Unit 11 Text Processing and Linguistic Analysis 8 hrs

Text preprocessing techniques: tokenization, normalization, stop-word removal, stemming, and
lemmatization; Regular expressions; Part-of-Speech tagging; Named Entity Recognition; Syntactic
parsing: constituency and dependency parsing; Chunking.

Unit 11 \ Classical NLP Models and Representations | 8 hrs

Corpus linguistics; Language models; N-gram models; Feature extraction techniques: Bag of Words, TF-
IDF; Vector space models; Similarity measures; Topic modelling overview; Hidden Markov Models for
sequence labelling.

Unit IV | Machine Learning and Neural Networks for NLP | 8hrs

Supervised and unsupervised learning for NLP; Text classification and sentiment analysis; Word
embeddings: Word2Vec, GloVe; Introduction to neural networks for NLP; Recurrent Neural Networks;
LSTM and GRU overview; Introduction to Transformer models.

Unit V NLP Applications, Tools, and Ethics 7 hrs

Applications of NLP: Machine Translation, Question Answering, Chatbots, Information Retrieval, Text
Summarization; NLP tools and libraries: NLTK, spaCy, Hugging Face (overview); Ethical and societal
issues in NLP: bias in language models, fairness, privacy, misinformation, and responsible Al practices.
Case studies on real-world NLP systems such as conversational chatbots, machine translation platforms,
search engines, and ethical challenges arising from large language models.

Text Books:

1. Daniel Jurafsky and James H. Martin, Speech and Language Processing, 3rd Edition, Pearson
Education, 2023. ISBN: 978-0131873216.

2. Steven Bird, Ewan Klein and Edward Loper, Natural Language Processing with Python, 1st
Edition, O’Reilly Media, 2009. ISBN: 978-0596516499.

Reference Books:

1. Christopher D. Manning and Hinrich Schiitze, Foundations of Statistical Natural Language
Processing, 1st Edition, MIT Press, 1999. ISBN: 978-0262133609.

2. Yoav Goldberg, Neural Network Methods for Natural Language Processing, 1st Edition, Morgan
& Claypool Publishers, 2017. ISBN: 978-1627052986.

3. Jacob Eisenstein, Introduction to Natural Language Processing, 1st Edition, MIT Press, 2019.
ISBN: 978-0262042840.

4. Aurélien Géron, Hands-On Machine Learning with Scikit-Learn, Keras, and TensorFlow, 3rd
Edition, O’Reilly Media, 2022. ISBN: 978-1098125974.

Online Resources:

1. Stanford University — CS224N: Natural Language Processing with Deep Learning.
Available at: https://web.stanford.edu/class/cs224n/
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2. MIT OpenCourseWare — Natural Language Processing.
Available at: https://ocw.mit.edu/courses/6-864-advanced-natural-language-processing-fall-2005/
3. Hugging Face — Documentation and Tutorials for Natural Language Processing and Transformers.
Available at: https://huggingface.co/docs

V Lab:

Artificial Neural Networks Lab: https://cse22-iiith.vlabs.ac.in/exp/perceptron-learning/
Artificial Neural Networks Lab: https://cse22-iiith.vlabs.ac.in/exp/forward-neural-networks/

NPTEL:

Neural Networks for Computer Vision and Natural Language Processing
By Prof. Arijit Sur | 1IT Guwahati

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

93


https://ocw.mit.edu/courses/6-864-advanced-natural-language-processing-fall-2005/
https://huggingface.co/docs
https://cse22-iiith.vlabs.ac.in/exp/perceptron-learning/
https://cse22-iiith.vlabs.ac.in/exp/forward-neural-networks/

DYP

"r o [F -

SR TR
IF BRIV,
1w

D Y Patil College of Engineering, Akurdi, Pune
An Autonomous Institute from AY 2024-25, Affiliated to Savitribai Phule Pune University,
Department of Information Technology

Third Year Engineering TY B Tech Semester VI (2024 Course)

Scheme for Theory Examination

Unit 1

Unit2 | Unit3 | Unit4 | Unit5

Component Level Total | Passing
End Semester Institute 10 10 10 10 10 50 20
Examination (ESE)

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component

Weightage
(Marks)

COs
Assessed

Description

Assignments (2)

10

CO1, CO2

Formal written assignments covering Unit | and Unit
[I. These assess students’ understanding of NLP
fundamentals, applications, linguistic levels, and the
NLP pipeline, along with the ability to apply text
preprocessing and linguistic analysis techniques such
as tokenization, POS tagging, and parsing.

Quiz / Gate
Pattern Tests (2)

CO1, CO2,
CO3

Short assessments comprising multiple-choice and
analytical questions to evaluate students’ grasp of
NLP concepts, preprocessing methods, feature
representations, and classical NLP models, including
comparative analysis of representations and models.

Case Study
Analysis (1)

10

CO3, CO4

Analysis of a real-world NLP problem such as
sentiment analysis, document classification, or
sequence labeling. Students submit a concise technical
report demonstrating how classical NLP models or
machine learning approaches can be applied and
analyzed for the given task.

Seminar
Presentation (1)

10

CO4, CO5

Individual or group presentation on advanced NLP
topics, such as word embeddings, neural networks for
NLP, transformers, or NLP applications, including
discussion on model effectiveness, limitations, and
ethical implications.

Viva (Oral
Examination)

CO1-CO5

Oral examination covering the entire NLP syllabus,
assessing conceptual clarity, analytical ability, and
justification of NLP models, tools, and application
choices.

Attendance &
Participation

CO1-CO5

Marks awarded based on regular attendance, active
participation in discussions, hands-on exercises, case
discussions, and seminars, reflecting continuous
engagement with NLP concepts and applications.
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Course Program Elective Course VI Course Code IT124PEGO6-A
Category
Course Title: Natural Language Processing Lab (Al Track)
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 1 | CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites: Natural Language Processing (NLP) requires basic knowledge of programming (especially
Python), mathematics (probability & linear algebra), machine learning concepts, and fundamental linguistics

Course Objective : This course aims to build the

1. Toanalyze textual data using NLP preprocessing and feature extraction techniques
2. To Evaluate NLP models and techniques based on performance metrics and real-world applicability
3. Todesign and implement NLP-based applications to solve real-world text processing problems.

Course Outcomes: After successful completion of the course units the student will

CO1|Apply fundamental NLP techniques such as tokenization, preprocessing, and linguistic

analysis to process textual data. BT3
CO2 |Apply NLP preprocessing and feature extraction techniques to analyze and process real-

world textual data. BT3
CO3|Analyse textual data and NLP model outputs to identify patterns, features, and

performance variations. BT4
CO4 |Evaluate NLP models and applications using appropriate performance metrics to

determine their effectiveness for real-world problems. BTS

Guidelines for Instructor's Manual

The faculty member should prepare the laboratory manual for all the experiments and it should be
available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal
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1. Students should submit term work in the form of handwritten journal based on specified list of
assignments.
2. Practical Examination will be based on the term work.
3. Candidate is expected to know the theory involved in the experiment.
4. The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications. All
the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments

Assignment 1 (CO1)

Design and demonstrate a basic NLP pipeline that processes raw text and extracts meaningful linguistic
information. The system should illustrate the levels of linguistic analysis (morphology, syntax, semantics) and
explain the challenges involved in natural language understanding.

Assignment 2 (CO1)

Develop a Python-based text preprocessing system that performs tokenization, normalization, stop-word removal,
stemming, and lemmatization. Demonstrate the use of regular expressions for pattern extraction and implement
POS tagging and Named Entity Recognition on sample text
Assignment 3 (CO2)
Construct N-gram language models (unigram, bigram, trigram) and compute probability distributions for given
sentences. Analyze how increasing the value of ‘n” impacts model performance.
Assignment 4 (CO 2)
Develop document representations using Bag of Words and TF-IDF techniques. Compute similarity between
documents using cosine similarity and compare results
Assignment 5 (CO 3)
Build and evaluate a supervised text classification model (e.g., sentiment analysis) using machine learning
techniques. Compare performance metrics such as accuracy, precision, recall, and F1-score
Assignment 6 (CO 3)
Develop an NLP-based application such as a chatbot, machine translation system, text summarizer, or
information retrieval system using appropriate tools (NLTK, spaCy, Hugging Face). Evaluate system
performance.

Assignment 7 (CO 4)
Conduct a case study on a real-world NLP system (e.g., ChatGPT, Google Translate, search engine ranking
system). Analyze ethical issues such as bias, fairness, privacy, and misinformation, and propose responsible Al
practices.
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Capstone Project (CO1-CO4)

1.Chatbot for College Information
2. Automatic Text Summarization
3.Resume Screening System

Reference Books:

5. Akshay Kulkarni, Adarsha Shivananda, ‘“Natural Language Processing Recipes - Unlocking Text Data
with Machine Learning and Deep Learning using Python”, Apress, 2019.

6. TV Geetha, “Understanding Natural Language Processing — Machine Learning and Deep  Learning
Perspectives”, Pearson, 2024.

7. Gerald J. Kowalski and Mark.T. Maybury, “Information Storage and Retrieval systems”, Kluwer
Academic Publishers

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Rubrics for Continuous Evaluation

Component Level Parameters Marks | Total | Passing
Attendance 12
_ Progressive Implementation of 18
Continuous Evaluation Assignments
Comprehensive 50 20
Evaluation (CCE) Quality of 10
Journal
Viva-Voce 10
End Practical Examination 50 50 20

Evaluation
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Third Year Engineering TY B Tech Semester VI (2024 Course)

D Y Patil College of Engineering, Akurdi, Pune

An Autonomous Institute from AY 2024-25, Affiliated to Savitribai Phule Pune University,

Course Program Elective Course VI Course Code IT124PE605-B
Category
Course Title: Network Security & Monitoring (Cyber Security Track)
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass
3 0 0 - 1 CCE 50 20 |40 - -
Total Hours ESE 50 20 - -
36 0 0 54 Total hrs:90

e Prerequisites: Basic understanding of computer networks (OSI/TCP/IP), operating systems, and
fundamental concepts of data communication and cybersecurity, Cryptography & Network

Security

Course Objective

1. To understand fundamental concepts of network security, threats, and attack mechanisms.
. To study cryptographic techniques for securing data and communications.

. To learn secure network protocols and authentication mechanisms.

2

3

4. To understand the role of security devices, monitoring tools, and intrusion detection systems.
5. To introduce emerging security technologies and incident response practices

Course Outcomes: Outcome is specification of course the student will

CO1 [Students understand why network monitoring is essential. BT-2
CO2 |Students understand how network traffic is captured and stored. BT-3
CO3 |Students can analyze network traffic using common tools. BT-4
CO4 [Students can identify basic attacks using monitoring tools. BT-3
CO:5 [Students understand real-world monitoring and response workflow. BT-5
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Syllabus

Unit | Basics of Network Security 8 hrs

Introduction to Network Security, Introduction to Network Security Monitoring, Types of Monitoring Data,
Legal & Ethical Issues

Unit 1l Network Traffic and Monitoring Setup 8 hrs

Network Architecture Basics: LAN, WAN, DMZ, IP addressing and NAT.

Traffic Capture Methods: Port mirroring, Network TAP, Host-based monitoring.

Introduction to Monitoring Architecture: Sensors and servers, Basic storage concepts, Overview of Security
Onion (concept only).

Data Storage & Management: Log retention, Disk space management.

Unit 111| Packet Analysis Tools 8 hrs.

Command Line Tools: tcpdump basics, Packet filtering, Saving and reading PCAP files.
Wireshark: Interface overview, Capture filters, Display filters, Protocol analysis (HTTP, DNS, TCP).
Flow Monitoring Basics: What is NetFlow? Session tracking, Identifying suspicious connections.

Basic Log Analysis: Reading firewall logs, Identifying unusual activity.

Unit IV Intrusion Detection and Incident Analysis 8 hrs

Intrusion Detection Systems: Signature-based detection, Anomaly-based detection
Identifying Attacks: Port scanning, Brute force attacks, Malware communication
Server-Side Attacks: Web attacks, Log analysis basics

Client-Side Attacks: Phishing detection, Suspicious outbound traffic

Unit VvV Incident Response and Future Trends 7 hrs

Incident Response Process: Detection, Analysis, Containment, Recovery
Alert Management: False positives vs true positives, Escalation process

Introduction to SOC: Roles in Security Operations Center, Blue Team basics
Emerging Trends: Encrypted traffic challenges, Cloud monitoring basics, Al in cybersecurity

Text Books:

1. Computer Security: Principles and Practice — William Stallings and Lawrie Brown, Pearson, 2020
(5th Edition).
2. Wireshark Network Analysis — Laura Chappell, Chappell University, 2018 (3rd Edition).

3. Reference Books:

=

Network Performance and Security — Chris Chapman, Syngress, 2016 (1st Edition).
2. Security Monitoring — Chris Fry and Martin Nystrom, O’Reilly Media, 2009 (1st Edition).

Journal Papers:

1. M. Fuentes-Garcia, J. Camacho and G. Macia-Fernandez, "Present and Future of Network Security
Monitoring," in IEEE Access, vol. 9, pp. 112744-112760, 2021, doi: 10.1109/ACCESS.2021.3067106
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2. X. Duan, Y. Zhou and J. Guan, "Exploration on Heterogeneous Network Security Monitoring
Algorithm Based on Big data Intelligent Information Technology,” 2023 IEEE 15th International
Conference on Computational Intelligence and Communication Networks (CICN), Bangkok,
Thailand, 2023, pp. 154-158, doi: 10.1109/CICN59264.2023.10402142.

3. Q. Meng, D. Li and Y. Ma, "Research and Application Based on Network Security Monitoring
Platform and Device," 2019 IEEE Innovative Smart Grid Technologies - Asia (ISGT Asia), Chengdu,
China, 2019, pp. 716-719, doi: 10.1109/ISGT-Asia.2019.8881520

V Lab:

1. https://ns-amrt.vlabs.ac.in/Introduction.html

NPTEL:

1. https://nptel.ac.in/courses/106106248

2. https://nptel.ac.in/courses/106105183

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component Level Unit1l | Unit2 | Unit3 | Unit4 | Unit5S | 7ota) | Passing
End Semester Examination Institute 10 10 10 10 10 50 20
(ESE)

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage Description
(Marks)
Assignments 10 Assignments are designed to assess students’ understanding of

theoretical concepts and their ability to apply those concepts tg
practical problems.

Quiz 10 Quizzes evaluate how well students grasp the key concepts taught
in lectures.
Technical Poster 10 The technical poster activity helps students present technical
information visually and concisely.
VLab-Based 10 This assessment evaluates students’ ability to perform experiments
Assessment using Virtual Labs (VLab).
Mini Case Study 10 The mini case study helps students apply theoretical knowledge to
Analysis real-world situations.
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Third Year Engineering TY B Tech Semester VI (2024 Course)

Course Program Elective Course VI Course Code IT124PE6GO6-B
Category

Course Title: Network Security & Monitoring Lab (Cyber Security Track)

Teaching Scheme Evaluation Scheme

Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min

Max | Marks for Pass

for Pass
0 0 2 - 1 | CCE - - - 50 20 40
Total Hours ESE - - 50 20

0 0 26 04 Total hrs:30

Prerequisites:

Course Objective

1.
2.
3.
4.
S.

To Understand fundamental concepts of network security and the need for monitoring mechanisms.

To Learn techniques for capturing, analyzing, and interpreting network traffic.
To Apply packet analysis and log analysis tools for detecting security incidents.
To Understand intrusion detection methodologies and incident response processes.

To Develop analytical skills to investigate network-based attacks and prepare incident reports.

Course Outcomes: Outcome is specification of course the student will

CO1 | Explain the concepts of network security principles, network monitoring, and types of security BT2
data.

CO2 | Demonstrate the ability to capture and analyze network packets using standard tools such as BT 3
Wireshark and tcp dump.

CO3| Analyze network traffic and logs to identify common cyber-attacks such as port scanning and BT 4
brute force attempts.

CO4 | Evaluate intrusion alerts and distinguish between false positives and real security incidents. BT5

CO5 | Design and document a basic incident investigation report based on network evidence. BT5
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments and it should
be made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Student should submit term work in the form of handwritten journal based on specified list of
assignments.

Practical Examination will be based on the term work.

Candidate is expected to know the theory involved in the experiment.

The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

ok wdE

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications. All
the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments
Group A: CO1, CO2
Assignment 1

Implementation of Parallel Programs (OpenMP, MPI, CUDA)

Assignment 2

Participation & Engagement in Lab Sessions (Execution, Debugging, Discussion)

Assignment 3

Quiality of Code Submissions, Optimization Efforts & Documentation

Group B: CO3, CO4

Assignment 4

Command-Line Based Packet Capturing, Logging, and Offline Analysis Using tcpdump
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Assignment 5

Detection and Traffic Pattern Analysis of TCP SYN Port Scanning Attacks Generated Using Nmap

Assignment 6

Identification and Behavioral Analysis of SSH/FTP Brute Force Authentication Attacks Using Packet-Level
Evidence (Simulation with Hydra)

Group C: CO4, CO5

Assignment 7

Detailed Examination and Behavioral Analysis of HTTP and DNS Traffic for Suspicious Activities Using
Wireshark

Assignment 8

Systematic Firewall Log Collection, Parsing, and Threat Pattern Identification for Network Intrusion Detection

Assignment 9

Flow-Based Traffic Monitoring and Anomaly Detection Using the NetFlow Concept (Developed by Cisco
Systems)

Assignment 10

Detection and Analysis of Malware Command-and-Control (C2) Communication Patterns Through Network
Traffic Inspection

Capstone Project (CO1 - CO5)

Mini Cybersecurity Incident Investigation Case Study: End-to-End Traffic Capture, Threat Identification,
Evidence Collection, and Reporting

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Marks |Total | Passing

Implementation of Parallel
Programs (OpenMP, MPI, 20
Progressive ~ |CUDA)

Evaluation Participation & Engagement

Continuous in Lab Sessions (Execution, 10 50 20
Comprehensive Debugging, Discussion)
Evaluation (CCE) Quality of Code

Submissions,  Optimization| 10
Efforts & Documentation

Regular Practical Attendance
& Completion of Assigned| 10
Experiments

End Performance (Execution of]
Evaluation Parallel Program, o5
Correctness &  Speedup
Demonstration) 50 20
Oral Examination
(Conceptual Understanding o5

of OpenMP, MPI, CUDA,
Performance Metrics)
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Course Category | Program Elective Course VI Course Code IT124PE6G05-C
Course Title: Hybrid Computing (HPC Track)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
36 0 0 54 Total hrs:90

Prerequisites: Computer Organization, Data Structures & Algorithms, Basics of C Programming

Course Objective

The course aims to enable students to:

1. To introduce the fundamentals of parallel and hybrid computing architectures and heterogeneous
processing models.

2. To explain principles of parallel algorithm design and task decomposition for hybrid systems

3. To implement hybrid programs using programming models such as OpenMP, MPI, and CUDA.

4. To analyze the performance of hybrid computing systems using metrics like speedup, efficiency, and
scalability.

5. To explore heterogeneous computing platforms and their applications in scientific computing and Al/ML

workloads.

Course Outcomes: Outcome is specification of course the student will

Col Explain hybrid computing architectures, heterogeneous processing models, and memory BT 2
hierarchies used in modern computing systems.

CO?2 Design parallel algorithms using decomposition, partitioning, mapping, and communication BT 3
strategies for hybrid computing environments.
Implement hybrid parallel programs using programming models such as OpenMP, MPI, and

CO3 CUDA BT 3

CO4 Analyze the performance of hybrid computing systems using metrics such as speedup, BT 4
efficiency, and scalability.
Evaluate heterogeneous computing platforms and apply GPU-accelerated techniques to solve

CO5 : BT5
computational problems.
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Syllabus

Unit | Foundations of Hybrid Computing 6 hrs

Introduction to hybrid computing, evolution from sequential to heterogeneous systems, motivation and need
for hybrid computing, levels of parallelism (instruction, thread, task, data), Flynn’s taxonomy (SISD, SIMD,
MISD, MIMD), overview of multi-core and GPU architectures, shared and distributed memory models,
challenges in hybrid computing such as communication overhead and scalability.

Unit 11 Parallel Algorithm Design for Hybrid Systems 7 hrs

Principles of parallel algorithm design, task and data decomposition, dependency analysis and scheduling,
mapping tasks to heterogeneous resources, load balancing strategies, parallel algorithm models (SPMD,
SIMD, SIMT), basic communication operations such as broadcast, reduction, scatter and gather.

Unit 1] Programming Models for Hybrid Computing | 7 hrs

Shared memory programming with OpenMP: thread creation, parallel loops, scheduling and
synchronization, distributed memory programming with MPI: message passing model, point-to-point and
collective communication, integration of OpenMP and MPI in hybrid computing systems.

Unit IV Performance Analysis and Optimization in Hybrid Systems 8 hrs

Performance metrics: execution time, speedup, efficiency and scalability, scalability laws: Amdahl’s and
Gustafson’s laws, load imbalance and communication overhead, profiling and benchmarking tools,
optimization techniques for hybrid applications.

Unit VvV GPU and Advanced Hybrid Computing Platforms 8 hrs

GPU architecture and heterogeneous computing, CUDA programming model, thread hierarchy and memory
model, CPU-GPU collaboration, overview of OpenCL and heterogeneous frameworks, applications of
hybrid computing in Al, scientific computing and data analytics, case studies: GPU-accelerated deep
learning, weather simulation, scientific simulations on hybrid supercomputers.

Text Books:

1. Ananth Grama, Anshul Gupta, George Karypis, Vipin Kumar, “Introduction to Parallel
Computing,” 2nd Edition, Addison-Wesley, 2003.

2. David B. Kirk, Wen-mei W. Hwu, “Programming Massively Parallel Processors: A
Hands-on Approach,” Morgan Kaufmann / Elsevier, Latest Edition.

Reference Books:

1. Peter S. Pacheco, An Introduction to Parallel Programming, Morgan Kaufmann / Elsevier,
2011.

2. Jason Sanders, Edward Kandrot, CUDA by Example: An Introduction to General Purpose
GPU Programming, Addison-Wesley Professional, 2010.

Journal Papers:
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1. N. AlHafez and A. Kurdi, “Parallel paradigms in modern high-performance computing: A
comparative analysis of MPI, OpenMP, and CUDA,” IEEE Access, vol. 13, pp. 14523-14538, 2025.

2. C.S.Jage, V. A. Vyawahare, and M. D. Patil, “Development of GPU-accelerated parallel algorithms
for mathematical computations using CUDA,” IEEE Transactions on Parallel and Distributed
Systems, vol. 36, no. 4, pp. 1120-1133, Apr. 2025.

3. H. Zhang, Y. Li, and J. Wang, “Hybrid CPU-GPU acceleration for large-scale scientific simulations
in heterogeneous computing environments,” IEEE Transactions on Computers, vol. 74, no. 2, pp.
415-427, Feb. 2026.

V Lab:

1. https://rnca.fccn.pt/en/acesso/laboratorios/hpcvlab/

NPTEL.:
1. https://onlinecourses.nptel.ac.in/noc25_ma27/preview
2. https://nptel.ac.in/courses/106108055
3. https://nptel.ac.in/courses/106104577

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component Level Unit1| Unit2 | Unit3| Unit4| Unit5| Total | Passing
End Semester Examination Institute 10 10 10 10 10 50
(ESE)
Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)
Component Weightage (Marks) Description
. Assignments on hybrid computing architectures,
Assighments 10 programming models, algorithm decomposition, and
performance metrics.
Short Answer 10 ﬁ-rgﬁ[jkctllﬁstlﬁrrlls tgorr?(\:/elsisdefmltlons, features, and key
Questions y puting ps.
> Gate MCQs and problem-solving questions on OpenMP, MPI,
Qu 10 CUDA, hybrid programming models, and performance
Pattern(2) laws
Avrticle-Based 10 Students study a hybrid computing research article and
Case Study (1) submit a 3-5 page report summarizing the problem,
method, and results.
Technical Presentation on topics such as heterogeneous
P . 10 architectures, GPU computing, hybrid frameworks, or
resentation on applications in AI/ML and scientific computin
HPC Trends (1) pp puting.
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D Y Patil College of Engineering, Akurdi, Pune

Department of Information Technology

Third Year Engineering TY B Tech Semester VI (2024 Course)

An Autonomous Institute from AY 2024-25, Affiliated to Savitribai Phule Pune University,

Course Category

Program Elective Course VI

Course Code

IT124PE6GO6C

Course Title: Hybrid Computing Lab (HPC Track)

Teaching Scheme

Evaluation Scheme

Theory Marks Practical Marks
L T P SL*| Cr | Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 1 | CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites: Computer Organization, C Programming, Data Structures and Algorithms

Course Objective

The course aims to enable students to:

1. To provide hands-on experience with shared-memory, distributed-memory, and GPU-based parallel

programming models.

2. To develop the ability to implement hybrid parallel programs using OpenMP, MPI, and CUDA

frameworks.

3. To analyze and optimize the performance of hybrid computing applications.

4. To familiarize students with heterogeneous computing architectures and programming tools.

5. To enable students to design and evaluate parallel solutions for real-world computational problems.

Course Outcomes: Outcome is specification of course the student will

CO1| Implement shared-memory parallel programs using OpenMP and analyze their performance. BT 3
Develop distributed-memory parallel applications using MPI and apply communication

CO2 : BT 3
techniques.
Construct GPU-based parallel programs using CUDA and optimize memory and kernel

COo3 : BT 3
execution.
Analyze and compare performance of hybrid parallel applications using metrics such as speedup

CO4 . BT 4
and efficiency.
Design and present a parallel solution to a real-world problem using hybrid computing

CO5 techniques BT S
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments and it should be made
available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Student should submit term work in the form of handwritten journal based on specified list of
assignments.

Practical Examination will be based on the term work.
Candidate is expected to know the theory involved in the experiment.

The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

SoorwnE

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such
as timely conduction of practical assignment, methodology adopted for implementation of practical
assignment, timely submission of assignment in the form of handwritten write-up along with results of
implemented assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow
to be implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications.
All the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments

Group A: Version Control & CI/CD Foundation

Assignment 1(CO1)

Write a program using OpenMP to demonstrate basic thread operations and scheduling. Carry out the
following tasks:

a) Create multiple threads and display their thread IDs.
b) Perform parallel summation of an array using the reduction clause.
¢) Compare execution time using static, dynamic, and guided scheduling policies.

Assignment 2(CO1)

Write a program to implement matrix multiplication using OpenMP with performance comparison.
a) Compute matrix multiplication serially.

b) Parallelize it and implement tiled/blocked matrix multiplication using OpenMP.

c) Compare execution time of all three versions.

Assignment 3(CO1)

Write a program to implement task-parallel recursive computations using OpenMP tasks.
a) Implement Fibonacci computation using OpenMP tasks.

b) Implement merge sort using OpenMP tasks.

c) Compare task-based execution with parallel for execution.

Group B: Containerization using Docker
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Assignment 4(CO2)

Write a program using MPI to demonstrate blocking and non-blocking point-to-point communication.
a) Display “Hello from rank X” from all MPI processes.

b) Implement a ring communication pattern among all ranks.

c) Replace blocking MPI_Send/MPI_Recv with MPI_Isend/MPI_Irecv

Assignment 5 (CO2)

Write a program using MPI to compute the value of PI using collective communication.
Use MPI_Bcast to broadcast the input parameters.

a) Divide the workload among MPI processes.

b) Use MPI_Reduce to combine partial results into a final P1 value.

c) Implement a manual tree-based reduction without using MP1_Reduce.

Assignment 6 (CO2)

Write a program using MPI to implement parallel matrix multiplication using row/block distribution.
a) Scatter rows of matrix A among processes.

b) Broadcast matrix B to all processes.

c¢) Multiply assigned blocks in each MPI rank.

d) Gather the final result matrix using MP1_Gather.

Group C: Kubernetes & Cloud Deployment

Assignment 7 (CO3)

Write a CUDA program to implement vector addition and analyze execution time.
a) Implement vector addition using a CUDA kernel.

b) Compare GPU execution time with CPU execution time.

c) Experiment with different block sizes for performance variation.

Assignment 8 (CO3)

Write a CUDA program to perform matrix multiplication using naive and tiled approaches.
a) Implement naive CUDA matrix multiplication.

b) Implement shared memory—optimized tiled matrix multiplication.

c) Compare performance of naive vs tiled approaches.

Assignment 9 (CO4)

Write a program to benchmark serial, OpenMP, MPI, and CUDA implementations using performance
tools.

a) Use tools such as time, perf stat, or nvprof (if available).

b) Benchmark the performance of the same algorithm implemented in Serial, OpenMP, MPIl, CUDA

¢) Plot execution time, speedup, and efficiency.

Mini Project (Compulsory) (CO5)

Choose ANY ONE of the following topics and develop a complete parallel solution:

Option 1 — Parallel Graph Processing

Implement parallel BFS or DFS using OpenMP or MPI.

Option 2 — Parallel Sorting Framework

Implement and compare sorting using OpenMP, MPI (bitonic/hypercube), and optional CUDA.

Option 3 — GPU-Accelerated Huffman Coding

Implement Huffman encoding using CUDA and compare CPU vs GPU performance.

Deliverables: Program code, dataset, performance graphs (speedup, scalability), report (6-8 pages), demo + viva.

Reference Books:

1. Jason Sanders, Edward Kandrot, CUDA by Example: An Introduction to General-Purpose GPU
Programming, Addison-Wesley Professional, 2010.
2. Quinn, Parallel Programming in C with MPI and OpenMP
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SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
Rubrics for Continuous Evaluation

Component

Level

Parameters

Marks

Total

Passing

Continuous
Comprehensive
Evaluation (CCE)

Progressive
Evaluation

Implementation of Parallel
Programs (OpenMP, MPI,
CUDA)

20

Participation & Engagement in
Lab  Sessions  (Execution,
Debugging, Discussion)

10

Quality of Code Submissions,
Optimization Efforts &
Documentation

10

Regular Practical Attendance
& Completion of Assigned
Experiments

10

50

20

End Evaluation

Performance (Execution of
Parallel Program, Correctness
& Speedup Demonstration)

30

Oral Examination (Conceptual
Understanding of OpenMP,
MPI, CUDA, Performance
Metrics)

20

50

20
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Course Program Elective Course VI Course Code IT124PE605-D

Category
Course Title: Blockchain Architecture and Smart Contracts (Block Chain Track)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max | Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

e Prerequisites: Programming & Problem Solving, Data Structures & algorithm

Course Objective

1.To introduce the fundamental concepts of blockchain technology including decentralization, cryptography, and
distributed ledger mechanisms such as Distributed Ledger Technology.

2.To understand blockchain architecture, block structure, transaction flow, and network models in blockchain
systems.

3.To develop and deploy smart contracts using Solidity on platforms like Ethereum Blockchain Platform.

4.To apply gas optimization techniques and perform testing and deployment of smart contracts using tools like
Remix IDE.

5.To design optimized, secure, and upgradeable smart contract architectures for real-world blockchain
applications.

Course Outcomes: Outcome is specification of course the student will

CO1 [Explain the basic concepts, components, and cryptographic foundations of blockchain technology. |BT2

CO2 Describe blockchain architecture, block structure, and transaction processing in distributed networks. BT3

CO3 |Develop and implement smart contracts using Solidity in blockchain platforms BT4

CO4 |Apply gas optimization techniques and deploy smart contracts using blockchain development tools. [BT2

CO:5 |Design secure, optimized, and scalable smart contract solutions for decentralized applications. BT3
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Syllabus

Unit | Blockchain Fundamentals 7 hrs

Introduction to Blockchain Technology,Decentralization vs Centralization,Distributed Ledger Technology
(DLT),Blockchain components, Cryptographic hash functions,Merkle Trees,Digital Signatures,Public and
Private Keys

Unit 1l Blockchain Architecture 7 hrs

Blockchain data structure,Blocks and block headers, Transaction lifecycle,Peer-to-Peer networks, Public vs
Private vs Consortium blockchains, Node architecture, Mining and block creation,Forks (soft fork & hard
fork)

Unit 11| smart contract programming |6 hrs

Introduction to Smart Contracts,Smart Contract Platforms,Solidity Programming,Smart Contract
Development and Deployment,Smart Contract Security

Unit IV Gas Optimization and contract deployment 6 hrs

Introduction to Gas in Blockchain,Gas Mechanism in Ethereum,Gas Optimization Techniques,Smart Contract
Compilation and Deployment,Smart Contract Testing and Deployment Networks,

Unit VvV Smart Optimization and Contract Deployment Design 7 hrs

Introduction to Smart Contracts,Smart Contract Architecture Design,Smart Contract Optimization

Techniques,Security and Optimization Trade-offs,Smart Contract Testing and Simulation,Contract

Deployment Strategies,Upgradeable Smart Contracts,Real-World Deployment Case Studies
Textbooks:

1. The Basics of Bitcoins and Blockchains by Anthony Lewis, Two Rivers Distribution,Book details;
ISBN-13. 978-1642503432 ; Publisher. Two Rivers Distribution ; Publication date. 1 January 2019

2. Blockchain Explained: A Pragmatic Approach by Srihari Kapu,Publisher, Notion Press, 2020 ;
ISBN, 1647835151, 9781647835156

3. Blockchain Technology by Chandramouli Subramanian , University Press India,ISBN-10.
9389211638 ; ISBN-13. 978-9389211634 ; Edition. First Edition, ; Publication date. 19 August
2020.

Reference Books:

1. Hands-On Smart Contract Development with Solidity and Ethereum — by Kevin Solorio, Randall
Kanna, David H. Hoover published by O'Reilly Media,December 31, 2019

2. Beginning Ethereum Smart Contracts Programming — by Wei-Meng Lee published by Apress ,April
2023

3. Introducing Ethereum and Solidity — by Chris Dannen Published by Apress , March 16, 2017

4. Blockchain and Ethereum Smart Contract Solution Development — by Weijia Zhang and Tej Anand

Journal Papers:

1. “A Survey on Blockchain Technologies and Applications” — by Xiaoqi Li, Peng Jiang, Ting Chen
Published in: IEEE Access (2017)

2. A Survey of Attacks on Ethereum Smart Contracts” — by Nicolas Atzei, Massimo Bartoletti, Tiziana
Cimoli
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3. Making Smart Contracts Smarter” — by Loi Luu, Duc-Hiep Chu, Hrishi Olickel

V Lab:
1. https://onlinecourses.nptel.ac.in/noc24 cs124/preview
2. https://onlinecourses.nptel.ac.in/noc25 cs93/preview
NPTEL:
1. Blockchain Basics (Coursera)
2. Decentralized Applications (DApps) (Coursera)

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component

Level Unit1l | Unit2 | Unit3 | Unit4 | Unit5S | 7ota) | Passing

End Semester Examination

(ESE)

Institute 10 10 10 10 10 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage | Description
(Marks)
Assignments 10 Assignments are designed to assess students’ understanding of theoretical

concepts and their ability to apply those concepts to practical problems.

Quiz 10 Quizzes evaluate how well students grasp the key concepts taught in
lectures.
Technical Poster 10 The technical poster activity helps students present technical information
visually and concisely.
V Lab-Based 10 This assessment evaluates students’ ability to perform experiments using
Assessment Virtual Labs (VLab).
Mini Case Study 10 The mini case study helps students apply theoretical knowledge to real-

world situations.
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Course Program Elective Course VI Course Code IT124PE6G06 D
Category
Course Title: Blockchain Architecture and Smart Contracts Lab (Block Chain Track)
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr | Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 1 CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

e Prerequisites: Basic Programming Knowledge, Fundamentals of Data Structures

Course Objective

o Tounderstand the fundamental architecture of blockchain systems, including block structures, transaction
flow, and distributed ledger mechanisms by simulating blockchain transactions.

e To apply cryptographic techniques in blockchain systems, particularly the use of the SHA-256 hash
algorithm to ensure data security and demonstrate properties such as the avalanche effect.

e To implement blockchain data structures for data integrity, including the construction and verification of
Merkle Tree for efficient transaction validation.

e To demonstrate secure communication and authentication using digital signature generation and
verification based on public-private key cryptography.

e To develop decentralized applications using smart contracts by writing and deploying contracts using
Solidity on the Ethereum blockchain.

Course Outcomes: Outcome is specification of course the student will

CO1 |Implement a basic blockchain transaction system to create, verify, and store transactions in blocks,

demonstrating the working of blockchain data structures and transaction validation. BT2
CO2 |Apply cryptographic hash functions (SHA-256) to generate secure hash values and demonstrate the
avalanche effect, where a small change in input produces a significantly different hash output. BT4

CO3 |Demonstrate the use of Merkle Trees for efficient transaction verification and data integrity in
blockchain and digital signature generation and verification to ensure secure communicationand  |BT3
authentication.

CO4 [Demonstrate the development and deployment of a simple smart contract on Ethereum and
blockchain-based voting system using smart contracts for transparent and secure elections. BT3

CO5 |Analyze and implement gas optimization techniques to improve smart contract efficiency.and |BT5
deployment of smart contracts on a blockchain test network.
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments and it shouldbe
made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Student should submit term work in the form of handwritten journal based on specified list of
assignments.

Practical Examination will be based on the term work.

Candidate is expected to know the theory involved in the experiment.

The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

ourwNE

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as|
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications. All
the assignments should be conducted on 64-bit open-source software.
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List of Laboratory Assignments
Group A: CO1, CO2, CO3
Assignment 1-CO1

Blockchain Transaction Simulation

Problem Statement:Develop a simple program to simulate a blockchain transaction system where multiple
users can create transactions and add them to a block. Demonstrate how transactions are verified and
stored in a block structure

Assignment 2 -CO2

Implementation of Cryptographic Hash Function
Problem Statement: Write a program that generates SHA-256 hash values for given input data and
demonstrate how a small change in input drastically changes the hash value.

Assignment 3 -CO3

Merkle Tree Construction
Problem Statement: Implement a Merkle Tree using a set of transactions and calculate the Merkle Root to
verify data integrity in a blockchain system

Assignment 4 -CO3

Digital Signature Generation and Verification
Problem Statement: Develop a program to generate digital signatures using public-private key
cryptography and verify the authenticity of a message

Group B: CO4, CO5

Assignment 5-CO4

Basic Smart Contract Development
Problem Statement: Write and deploy a basic smart contract in Solidity that stores and retrieves a value on
the Ethereum blockchain.

Assignment 6-CO4

Smart Contract for Voting System
Problem Statement: Design and implement a decentralized voting system using Solidity where users can
cast votes and results are automatically calculated.

Assignment 7-CO5

Gas Optimization in Smart Contracts
Problem Statement: Analyze and modify a smart contract to reduce gas consumption using Solidity
optimization techniques such as efficient data types, minimizing storage operations, and loop optimization

Assignment 8-CO5

Smart Contract Testing and Deployment
Problem Statement: Compile, test, and deploy a smart contract on a test blockchain network (such as
Ganache or Remix IDE) and analyze the deployment process.

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Marks | Total Passing
Understanding Viva Voce 20
) Involvement, Participation, 10
Progressive and Engagement
Evaluation
Continuous . Quality of Submission of 10 50 20
Comprehensive Report
Evaluation (CCE)
Attendance 10
End Evaluation |Performance 30 | 50 20
Oral Examination 20
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Course Program Elective Course VI Course Code
Category

IT124PEGO7-A

Course Title: Computer Vision (Elective Track II)

Teaching Scheme

Evaluation Scheme

Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass
3 0 0 - 3 CCE 50 20 |40 - -
Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

Prerequisites: Linear Algebra, Digital Signal Processing, Digital Image Processing

Course Objective

1.
2.
3.
4.

5.

To Introduce the fundamental concepts of computer vision.

To Enable students to understand and apply digital image representation.

To Develop competency in image preprocessing and enhancement techniques.

To Expose learners to real-world computer vision applications.

To Encourage critical thinking about design challenges, ethical issues of computer vision technologies.

Course Outcomes: Outcome is specification of course the student will

Co1

Explain the principles of image formation.

BT2
CO2 |Apply image enhancement and preprocessing techniques. -
CO3 |Describe invariant visual features and perform feature matching BT3
CO4 |Design basic object detection, recognition, and motion analysis systems. BT3
CO5 |Analyse real-world computer vision applications. BT5
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Syllabus

Unit | Introduction to Computer Vision & Image Formation 6 hrs

Overview of computer vision and applications, Human vision vs computer vision, Image acquisition systems,
Image formation process, Pinhole camera model, Perspective projection, Digital image representation colof
models and color spaces, Learning Outcome, Explain image formation principles and camera models

Unit 1l Image Processing Fundamentals 9 hrs

Image enhancement techniques, Spatial domain filtering, Smoothing and sharpening filters, Edge detection
(Sobel, Prewitt, Canny) Thresholding techniques, Morphological operations, Fundamentals of image
segmentation Learning Outcome Apply preprocessing techniques for vision applications

Unit 1] Feature Detection and Description | 6 hrs

Interest point detection, Corner detection (Harris, Shi—-Tomasi) Blob detection, Scale-space representation,
Feature descriptors (SIFT, SURF, ORB), Feature matching and RANSAC, Learning Outcome Extract and
match invariant visual features

Unit IV Object Detection and Recognition 6 hrs

object recognition pipeline, Template matching, Shape-based recognition, Appearance-based recognition
Motion analysis basics, Optical flow, Background subtraction, Introduction to face detection Learning
Outcome Design object detection and motion analysis systems

Unit vV Applications in Computer Vision 12 hrs

Case Studies (Theory + Discussion Based),Autonomous Vehicles, Lane detection and traffic sign
recognition, Pedestrian detection challenges, Real-time constraints and safety considerations, Medical Image
Analysis, Tumor detection in MRI/CT scans, Image segmentation for organ identification, Ethical and
accuracy issues, Surveillance and Security Systems, Face recognition pipelines, Crowd analysis and anomaly
detection, Privacy concerns, Industrial Inspection, Defect detection in manufacturing, Quality control using
vision systems, Biometrics and Forensics, Fingerprint and iris recognition, Gait analysis Limitations and legal
implications, Learning Outcome, analyze real-world computer vision systems and evaluate their design
challenges, limitations, and societal impact

Textbooks:

1. Richard Szeliski, Computer Vision: Algorithms and Applications, Springer, ISBN (Hardcover):
978-3-030-34371-2

2. Rafael C. Gonzalez, Richard E. Woods, Digital Image Processing, Pearson / Prentice Hall, ISBN:
978-9353062989
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3. Mark S. Nixon, Alberto S. Aguado, Feature Extraction and Image Processing for Computer
Vision (4th Edition), Elsevier / Academic Press, ISBN: 978-0-12-814976-8

Reference Books:

1. E.R. Davies, Computer and Machine Vision: Theory, Algorithms, Practicalities, Academic Press /
Elsevier, ISBN: 978-0123869913

2. Simon J. D. Prince, Computer Vision: Models, Learning, and Inference, Cambridge University
Press, ISBN: 978-1107011793

3. Adrian Kaehler & Gary Bradski, Learning OpenCV: Computer Vision with the OpenCV
Library, O’Reilly Media, ISBN: 978-0596516130

4. Mohamed Elgendy, Deep Learning for Vision Systems, Manning Publications, ISBN: 978-
1617296192

Journal Papers:

1. Zou, Chen, Shi, Guo & Ye, Object Detection in 20 Years: A Survey — a comprehensive review of
object detection evolution and techniques in computer vision.

2. Li Liu, Wanli Ouyang, Xiaogang Wang, Paul Fieguth, Jie Chen, Xinwang Liu & Matti
Pietikainen, Deep Learning for Generic Object Detection: A Survey — covers deep learning
methods for generic object detection, frameworks, feature representations, and evaluation.

3. Russakovsky et al., ImageNet Large Scale Visual Recognition Challenge — describes the
ImageNet dataset and challenge that drove major advances in large-scale image recognition
research.

V Lab:

1. https://onlinecourses.nptel.ac.in/noc24 _cs124/preview
2. https://onlinecourses.nptel.ac.in/noc25_cs93/preview

NPTEL:

=

https://www.udemy.com/course/python-for-computer-vision-with-opencv-and-deep-learning/
2. https://www.coursera.org/specializations/computer-vision

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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1 1)

Scheme for Theory Examination

Component Level Unit1 | Unit2 | Unit3| Unit4 | Unit5 | Total | Passing

End Semester Examination

(ESE) Institute 10 10 10 10 10 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Weightage

Component (Marks)

Description

Students will complete written or practical assignments related to
the course topics. These assignments help students understand
concepts, apply theoretical knowledge, and improve analytical
skills.

Assignments 10

Short quizzes will be conducted to evaluate students’
Quiz 10 understanding of key concepts, definitions, and applications from
each unit.

Students will design and present a technical poster on a selected
Technical Poster 10 topic from the subject. This activity helps improve research,
visualization, and presentation skills.

Students will perform experiments using Virtual Labs (VLab) and
10 will be evaluated based on their observation, experiment results,
and understanding of the concepts.

V/Labh-Based
Assessment

Students will analyze a small case study related to real-world
10 applications of the subject. They will identify problems, discuss
solutions, and present their findings.

Mini Case Study
Analysis
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Course Program Elective Course VI Course Code IT124PE6G08-A
Category
Course Title: Computer Vision Lab (Elective Track II)
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr | Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 1 | CCE - - - 50 20 40
Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites: Programming and Problem Solving, OOP

Course Objective:

1. To introduce the fundamentals of digital image processing and image representation and familiarize
students with basic image operations using OpenCV.

2. To develop understanding of image enhancement techniques for improving image quality using contrast
adjustment, histogram processing, and filtering methods.

. To provide knowledge of edge detection and feature detection algorithms used for identifying significant
structures in images.

3
4. To explain image segmentation and morphological processing techniques for extracting meaningful

regions from digital images.

5. To enable students to design and develop basic computer vision applications such as feature matching,

object detection, template matching, shape recognition, and face detection.

Course Outcomes: Outcome is specification of course the student will

Cco1 BT 2
Understand the fundamentals of digital image representation and perform basic image processing
operations such as image loading, displaying, saving, and color space conversions using OpenCV.

CO2 BT 3
Apply image enhancement and filtering techniques including histogram equalization, contrast
stretching, brightness adjustment, and noise removal filters to improve image quality.

CO3 BT 3
Implement feature detection and edge detection algorithms such as Sobel, Prewitt, Canny, Harris
Corner, and Shi-Tomasi for analyzing important structures in images.

CO4 BT 4

Analyze image segmentation and morphological operations such as thresholding, erosion, dilation,
opening, and closing to identify and extract meaningful regions from images.
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BT 6
Develop computer vision applications such as feature extraction and matching, object detection,
template matching, shape recognition, and face detection using appearance-based methods.

Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments, and it should
be made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

Students should submit term work in the form of handwritten journal based on specified list of
assignments.

Practical Examination will be based on the term work.

Candidate is expected to know the theory involved in the experiment.

The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

SoarwdE

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
them among batches of students. It is appreciated if the assignments are based on real world problems/applications.
All the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments

GROUP A: C0O1, CO2

Assignment 1-CO1

Install Open CV and perform basic image read, display, and save operations.

a) Install Open CV library
b) Load and display image
c) Save processed image

Assignment 2-CO2
Understand the digital image representation and convert images into RGB, Grayscale, HSV.

Assignment 3-CO2
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Implement pinhole camera model and project 3D points onto 2D plane.

GROUP B: CO2, CO3

Assignment 4-CO2

Improve image quality using the following enhancement methods.

a) Histogram Equalization
b) Contrast stretching
c) Brightness adjustment

Assignment 5-CO3

Apply filters for noise removal and sharpening of Image.

a) Mean filter
b) Gaussian filter
c) Laplacian sharpening

Assignment 6-CO3

Implement Edge Detection using standard operators.
Edge Detection Algoritms-

a) Global and Adaptive Thresholding

b) Erosion, Dilation

c¢) Opening and closing

GROUP C: CO4, CO5

Assignment 7-CO4

Perform Segmentation on Objects using thresholding and morphology.
Operations:

d) Global and Adaptive Thresholding

e) Erosion, Dilation

f) Opening and closing

Assignment 8-CO4, 5

Implement detection of interest points using corner detection techniques

a) Harris Corner Detection
b) Shi-Tomasi Detector

Assignment 9-CO5

Implement Feature Extraction and match them between two images.
Feature Extraction Techniques-

o« ORB/SIFT descriptors
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Feature matching
« RANSAC for outlier removal

GROUP D: CO3, CO5

Assignment 10-CO5

Perform Object Detection in an image using template matching and shape-based recognition techniques.
Tasks-

a) Template matching
b) Shape-based Recognition using Contours and Shape Properties

Assignment 11-CO5

Perform Human Face Detection using an appearance-based recognition technique.Task- Haar Cascade face
detection

Textbooks:

1. Richard Szeliski, Computer Vision: Algorithms and Applications, Springer, ISBN (Hardcover): 978-3-
030-34371-2

2. Rafael C. Gonzalez, Richard E. Woods, Digital Image Processing, Pearson / Prentice Hall, ISBN: 978-
9353062989

3. Mark S. Nixon, Alberto S. Aguado, Feature Extraction and Image Processing for Computer Vision (4th
Edition), Elsevier / Academic Press, ISBN: 978-0-12-814976-8

Reference Books:

1. E.R. Davies, Computer and Machine Vision: Theory, Algorithms, Practicalities, Academic Press /
Elsevier, ISBN: 978-0123869913

2. Simon J. D. Prince, Computer Vision: Models, Learning, and Inference, Cambridge University Press,
ISBN: 978-1107011793

3. Adrian Kaehler & Gary Bradski, Learning OpenCV: Computer Vision with the OpenCV Library,
O’Reilly Media, ISBN: 978-0596516130

4. Mohamed Elgendy, Deep Learning for Vision Systems, Manning Publications, ISBN: 978-1617296192

Journal Papers:
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Thermal Image Enhancement Algorithm Using Local and Global Logarithmic Transform Histogram Matching
with Spatial Equalization. Available at: https://ieeexplore.ieee.org/document/8470344

2. Traffic Sign Detection Using Template Matching Technique. Available at:
https://ieeexplore.ieee.org/document/8697847
3. Face Detection and Face Recognition using Haar Cascade Algorithm. Available at:
https://ieeexplore.ieee.org/document/10578546
4. Comparative Analysis of Feature Detection and Extraction Techniques for Vision-based ISLR system.
Available at: https://ieeexplore.ieee.org/document/9315777
Vlab:
1. https://cse19-iiith.vlabs.ac.in/List%200f%20experiments.html
NPTEL.:
1. https://nptel.ac.in/courses/108103174
2. https://nptel.ac.in/courses/106105216
3. https://nptel.ac.in/courses/108106189

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Rubrics for Continuous Evaluation

Component Level Parameters Marks | Total Passing
Understanding Viva Voce 20
P . Involvement, Participation, 10
FOQressive  and Engagement
Evaluation
Continuous : o 50 20
: ality of Submission of
Comprehensive Quality of Submissi 10
. Report
Evaluation
(CCE) Attendance 10
End Performance 30 50 20
Evaluation
Oral Examination 20
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Third Year Engineering TY B Tech Semester VI (2024 Course)

Program Elective Course VI

Course Code

IT124PE6GO7-B

Course Title: Human Computer Interaction (Elective Track II)

Teaching Scheme

Evaluation Scheme

Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max Marks for Pass
for Pass
3 0 0 - 3 CCE 50 20 |40 - -
Total Hours ESE 50 20 - -
39 0 0 51 Total hrs:90

e Prerequisites: User Interface Concepts, Fundamental Psychology of Human Behavior

Course Objective

1. To introduce to the field of human-computer-interaction study.
2. To gain and understanding of the human part of human computer interaction.
3. To learn to do design and evaluate effective human-computer-interactions.

4. To study HCI models and theories.

Course Outcomes: Outcome is specification of course the student will

CO1 | Describe the fundamental principles of HCI in interface design.
BT2
CO2
Apply user categorization techniques to identify different types of users in system design. BT3
CO3
Analyze the application of heuristic evaluation and cognitive walkthrough techniques to identify |BT4
usability issues.
CO4| Apply expert-based evaluation methods such as heuristic evaluation to identify usability issues. 8T3
CO5 | Evaluate the application of HCI principles in emerging technologies such as Augmented Reality [BT5

(AR) and Virtual Reality (VR).

131




D Y Patil College of Engineering, Akurdi, Pune
An Autonomous Institute from AY 2024-25, Affiliated to Savitribai Phule Pune University,
Department of Information Technology
Third Year Engineering TY B Tech Semester VI (2024 Course)

Syllabus
Unit | Introduction to HCI 7 hrs

Disciplines involved in HCI, Why is HCI study important? The psychology of everyday things, Donald A.
Norman, Principles of HCI, User-centred Design. Measurable Human factors.

Unit 1l User profiles 8 hrs

Categorization of users, Goal and task hierarchy model, Linguistic model, Physical and device models,
GOMS, Norman’s 7 stage model, Cognitive architectures, Hierarchical task analysis (HTA), Uses of task
analysis, Diagrammatic dialog design notations.

Unit I11] Usability Evaluation |8 hrs
Expert-based Evaluation, User-based Evaluation, Formative Evaluation, Summative Evaluation, Heuristig
Evaluation, Cognitive Walkthrough, Semiotic Analysis, lcon Categorization, User Surveys,Interviews,
Usability Testing.

Unit IV HCI - Design Rules, Guidelines And Evaluation Techniques 8 hrs

Principles that support usability, Design standards, Design Guidelines, Golden rules, Design Goals of
evaluation, Evaluation Criteria, Evaluation through expert analysis, Heuristics Evaluation Through User
Participation, Choosing an Evaluation Method.

Unit V Design of Applications and Ubiquitous Computing 8 hrs

Websites, EvaluatStudy:ebsite, Designing for Mobiles, Evaluation for mobile computing, Socio-
organizational issues and stakeholder requirements, Augmented Reality, Virtual Reality, Challenges in
designing interfaces.
Case Study : “Case study on Al-based conversational interfaces” “Case study on HCI in e-learning platforms’

Textbooks:

1. Human-Computer Interaction — Alan Dix, Janet Finlay, Gregory Abowd, Russell Beale ISBN-13:
9788131717035 ISBN-10: 8131717038
2. Human—Computer Interaction — Ben Shneiderman & Catherine Plaisant 9780134380384

Reference Books:

1. Interaction Design: Beyond Human-Computer Interaction — Helen Sharp, Yvonne Rogers & Jenny Preece 6™
edition 9781119901099

2. The Psychology of Human—Computer Interaction — Card, Moran & Newell 0898592437

3. Mobile Interaction Design — Matt Jones & Gary Marsden 1% edition 0470090898

Journal Papers:

"A Survey of Human—-Computer Interaction Design Methods", J. Preece, Y. Rogers, H. Sharp

V Lab:
https://hci-iitg.vlabs.ac.in/introduction_hci.html
https://hci-iitg.vlabs.ac.in/List%200f%20experiments.html

NPTEL.:
1. NPTEL Human Computer Interaction - IIT Guwahati
2. NPTEL Course: Interactive Design

.

Lo

N

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component Level Unit1 | Unit2 | Unit3 | Unit4 | Unit5 | 14ig Passing
End Semester Examination Institute 10 10 10 10 10 50 20
(ESE)
Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)
Component Weightage | Description
(Marks)

10 Formal written tests or submissions covering the first two units. In

Assignments (1) Security Analytics, these focus on conceptual and descriptive
foundations of security data and analytics lifecycles
10 Assessments  featuring  multiple-choice and  problem-solving

Quiz Gate Pattern questions. These evaluate a student's grasp of Security Analytics

@) fundamentals, such as data types and detection technigues.
. 10 A detailed analysis of a real-world security event or an existing
Case Study Analysis A : . .
1) security plpellne. It_requ!res a shc_)rt technical report demonstrating
how analytics could identify or mitigate the threat.

10 An individual or group presentation on emerging concepts, tools, or

Dashboard . . ! S )
Creation industry practices. Topics might include new SOAR platforms, Al in

threat hunting, or evolving regulatory compliance standards.

10 An oral examination where students answer questions covering the

Viva (Oral Exam) entire course syllabus to demonstrate their depth of understanding.
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Course Program Elective Course VI Course Code IT124PE6GO8-B
Category
Course Title: Human Computer Interaction Lab (Elective Track II)
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 1 | CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 26 04 Total hrs:30

Prerequisites: Basic knowledge of computers, programming fundamentals, web technologies, and user interface
design concepts

Course Obijective : This course aims to build the

1.To expose students to the principles of Human—Computer Interaction.
2.To design usable, efficient, and user-centric interfaces.

3.To apply usability engineering techniques in interface design.

4.To evaluate interactive systems using standard HCI methods.

Course Outcomes: After successful completion of the course units the student will

COL1 |Apply principles of good and bad design to improve usability of interactive systems. a3
CO2 |Analyse high-fidelity interactive prototypes using tools such as Figma, Canva, or Adobe XD. 814
CO3 |Implementation of interactive features using JavaScript: 813
CO4| Evaluate a user-centered application by applying usability principles and user requirements. BTE

Guidelines for Instructor's Manual

The faculty member should prepare the laboratory manual for all the experiments and it should be
le available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

1. Students should submit term work in the form of handwritten journal based on specified list of
assignments.

2. Practical Examination will be based on the term work.
3. Candidate is expected to know the theory involved in the experiment.

4. The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.
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Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications. All
the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments

Group A: User Research & Analysis
Assignment 1 (CO1)

Determine the contribution of: Psychology, Cognitive Science, Computer Science, Design, and Sociology The
field of ergonomics. Write a brief report outlining the ways in which each discipline enhances the interface.

Assignment 2 (CO1)

Products or interfaces should offer useful feedback to understand the state and have constraints to avoid mistakeg
while using them. Students are expected to identify and analyze minimum of 5 interfaces or products offering
feedback and constraint. Prepare a report clearly showcasing feedback and constraints and support it with
minimum of 5 photographs taken in their surroundings or home or neighborhood. Discuss the outcome during
lab session

Group B: Interface Design & Prototyping

Assignment 3 (CO2)
It is expected of students to select a problem statement and determine Users' demographics (age, level of
experience, usage environment, etc.) Minimum Make paper-based prototypes for the three use cases. To
wireframe scenarios, use any open-source program.

Assignment 4 (CO 2)
Students must use CSS to create a minimum of five web pages. Include the CSS attributes for the page’s
border, margins, padding, navigation, and drop-down menu.

Group C: Implement & Evaluate

Assignment 5 (CO 3)
Implementation of interactive features using JavaScript

Assignment 6 (CO 3)
Heuristic evaluation of an existing application or website

Group D: Capstone Project (CO1-CO4)
Mini Project: Design, prototype, and evaluation of a user-centered application
Reference Books:
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1. Interaction Design: Beyond Human-Computer Interaction — Jenny Preece, Yvonne Rogers,

Helen Sharp ISBN-13:978-1119547259
2. Human-Computer Interaction Handbook: Fundamentals, Evolving Technologies, & Emerging
Applications  — Julie A. Jacko (ed.) ISBN-10 : 1439829438

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Rubrics for Continuous Evaluation

Component Level Parameters Marks |Total Passing
Attendance 12
_ Progressive Implementation of 18
Continuous Evaluation Assignments
Comprehensive 50 20
Evaluation (CCE) Quality of Journal 10
Viva-Voce 10
End Practical Examination 50 50 20
Evaluation
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Course Program Elective Course VI Course Code IT124PE607-C
Category

Course Title: Internet of Things (Elective Track II)

Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max | Marks for Pass
for Pass

3 0 0 - 3 CCE 50 20 |40 - -

Total Hours ESE 50 20 - -
36 0 0 54 Total hrs:90

Prerequisites: Basics of Computer Network

Course Objective

Course Objectives: After successful completion of the course the student will be able to
1. To understand fundamentals of Internet of Things (IoT)
2. To learn advances in loT
3. To learn methodologies for 10T application development

Course Outcomes: Outcome is specification of course the student will

CO1| Understand the fundamentals and concept of the Internet of Things. 511
CO2 | Apply IoT enabling hardware platform for developing 10T systems. 513
CO3| Apply design methodology for designing and implementing loT applications. aTa
CO4| Analyze 10T protocols for making loT devices communication. 874
CO5| Design cloud based 10T systems. BT5
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Syllabus

Unit | Introduction of Internet of Things and Concepts 7 hrs

IoT Architecture, Physical & Logical 10T design Basics, 10T Enabling Technologies, 10T Stack, loT
Applications, Sensor working, Sensor Characteristics, Types of sensors and working principle, Sensors used
in loT

Unit 1l loT Hardware Platform 7 hrs

loT Hardware platforms, Specifications and interfaces, Serial Communication Protocols, Arduino IDE,
Arduino Programming, Interfacing various, sensors, modules and devices to Arduino
Unit |||‘ 10T Design Methodology | 7 hrs

loT Design Methodology: Steps, Basics of 10T Networking, Networking Components, Internet Structure,
Connectivity Technologies, loT Communication Models and 10T Communication APIs, Sensor Networks,
Four pillars of 10T: M2M, SCADA, WSN, RFID.

Unit IV 0T Protocols 8 hrs

TCP/IP Basics, IPV6, Network devices & configurations, Web servers & Socket programming, Protoco
Standardization for 10T, M2M and WSN Protocols, RFID Protocol, Modbus Protocol, Zigbee Architecture
IP based Protocols: MQTT (Secure), 6LOWPAN, LoRa.

Unit V Cloud Platforms for loT 7 hrs

Software Defined Networking, Introduction to Cloud Storage Models, Communication APl. WAMP: Auto
Bahn for 10T, Xively Cloud for IoT. Python Web Application Framework: Django Architecture and
application development with Django, Amazon Web Services for 10T, Sky Net IoT Messaging Platform,
REST full Web Service, GRPC, SOAP.

Text Books:

1. Arshdeep Bahga, Vijay Madisetti, “Internet of Things — A hands-on approach”, Universities Press,
ISBN: 0:0996025510, 13: 978-0996025515
2. Olivier Hersent, David Boswarthick, Omar Elloumi, “The Internet of Things: Key Applications and
Protocols”, 2" Edition,Wiley Publication, ISBN: 978-1-119-99435-0
Reference Books:

1. Rajkumar Buyya, Christian Vecchiola, and Thamrai Selvi, Mastering Cloud Dawoud Shenoudg
Dawoud, Peter Dawoud, “Microcontroller and Smart Home Networks”, ISBN: 9788770221566, e-
ISBN:9788770221559

2. Charles Crowell, “IoT-Internet of Things for Beginners: An Easy-to-Understand Introduction to
IoT”,ISBN-13 : 979-8613100194

3. David Hanes, Gonzalo Salgueiro, Robert Barton, Jerome Henry, “IoT Fundamentals: Networking
Technologies, Protocols, and Use Cases for the Internet of Things”, Cisco Press, ISBN-13: 978-1-
58714-456-1SBN-10: 1-58714-456-5 Curriculum for Third Year of Computer Engineering (2019
Course), Savitribai Phule Pune University

4. David Etter, “IoT Security: Practical guide book”, amazon kindle Page numbers, source ISBN
:1540335011.

5. Brian Russell, Drew Van Duren, “Practical Internet of Things Security”, Second Edition, Packt
Publishing, ISBN: 9781788625821
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Journal Papers:

1. https://mwww.iotforall.com/ebooks/an-introduction-to-iot
2. https://www.gorvo.com/design-hub/ebooks/internet-of-things-for-dummies

V Lab:

1. https://'www.udemy.com/course/a-complete-course-on-an-iot-system-design-and development/

NPTEL:

=

htt ps: //nptel.ac.in/courses/108/108/108 108 09 &/
2. https://nptel.ac.in/courses/106/105/106 105166/

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.

Scheme for Theory Examination

Component Level Unit1 | Unit2| Unit3| Unit4 | Unit5| Total | Passing
End Semester Examination Institute 10 10 10 10 10 50 20
(ESE)
Continuous Comprehensive Evaluation (CCE)
Component Weightage Description
(Marks)
Assignments 10 Regular coursework to test understanding of concepts and
problem-solving skills
Quiz 10 Short tests to evaluate quick understanding of theoretical concepts
Technical Poster 10 Visual presentation of a technical topic (IloT/Embedded Systems
based)
VLab-Based 10 Practical evaluation using virtual labs and simulations
Assessment
M'”AS;S;S?StUdy 10 Analysis of real-world loT/Embedded system applications and

case studies
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Course Program Elective Course VI Course Code IT124PC608-C
Category

Course Title: Internet of Things Lab (Elective Track II)

Teaching Scheme Evaluation Scheme

Theory Marks Practical Marks
L T P SL*| Cr | Exam Min Max | Min

Max | Marks for Pass

for Pass
0 0 2 - 1 | CCE - - |- 50 20 40
Total Hours ESE - - 50 20

0 0 26 04 Total hrs:30

Prerequisites: Programming Fundamentals, Digital Electronics

Course Objective:

To understand the fundamentals of embedded systems, real-time systems, and embedded processors.
To analyze and program microcontrollers and system-on-chip platforms for embedded applications.
To understand the concepts, architecture, and design methodology of Internet of Things (10T).

To design loT systems using appropriate networking technologies and communication protocols.
To implement IoT applications using cloud platforms, web services, and data communication APIs.

ISAEESI S .

Course Outcomes: After successful completion of the course, students will be able to understand
embedded systems and loT concepts, design loT-based solutions, and implement applications using
microcontrollers, networking technologies, and cloud platforms.

CO1 | Understand and implement basic embedded system concepts using microcontrollers, BT 3
RTOS, and peripheral interfacing.

CO2 | Interface sensors and actuators with microcontrollers and perform analog-to-digital BT 4
and digital-to-analog conversions for 10T applications.

CO3 | Design and implement 10T communication models using protocols such as MQTT, BT 3
Zigbee, and LoRa.
CO4 | Develop loT-based applications using single-board computers and microcontroller BT 3

platforms like Arduino Uno and Raspberry Pi.

CO5 | Implement cloud integration and web-based monitoring systems using REST APIs, BT 6
Django framework, and cloud platforms such as Amazon Web Services.
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Guidelines for Instructor's Manual

1. The faculty member should prepare the laboratory manual for all the experiments and it shouldbe
made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

1. Students should submit term work in the form of handwritten journal based on specified list of

assignments.

Practical Examination will be based on the term work.

Candidate is expected to know the theory involved in the experiment.

4. The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

wn

Guidelines for Lab /TW Assessment

1. Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical assignment,
timely submission of assignment in the form of handwritten write-up along with results of implemented
assignment, attendance etc.

2. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

3. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to be
implemented etc. should be checked by the faculty concerned members(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
them among batches of students. It is appreciated if the assignments are based on real world problems/applications.
All the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments
Group A: CO1, CO2
Assignment 1 (CO1)

To study and analyse the architecture of a microcontroller using Arduino Uno and execute a basic embedded
program.

Assignment 2 (CO1)

To install and implement task scheduling using a Real-Time Operating System (RTOS) for real-time embedded
applications.

Assignment 3 (CO2)

To interface sensors with a microcontroller and perform Analog-to-Digital Conversion for data acquisition.

Assignment 4 (CO2)

To program Raspberry Pi using Python and perform GPIO interfacing for basic I0T applications.

Group B: CO3, CO4
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Assignment 5 (CO3)

To implement the MQTT communication model for publishing and subscribing sensor data in an loT
environment.

Assignment 6 (CO3)

To design and implement a home automation system using 10T communication APIs and wireless modules.

Assignment 7 (CO4)

To develop an RFID-based access control system for authentication and security applications.

Assignment 8 (CO4)

To establish wireless communication between 10T nodes using Zigbee or LoRa protocols.

Group C: CO5

Assignment 9 (CO5)

To develop a RESTful web service and loT dashboard using Django for real-time data monitoring.

Assignment 10 (CO5)

To integrate 10T devices with cloud platforms and develop a mini project such as smart irrigation or smart
parking system.

Reference Books:

1.

Rajkumar Buyya, Christian Vecchiola, and Thamarai Selvi, Mastering Cloud Dawoud Shenouda Dawoud,
Péter Dawoud, “Microcontroller and Smart Home Networks”, ISBN: 9788770221566, e-ISBN:
9788770221559

Charles Crowell, “ToT-Internet of Things for Beginners: An Easy-to-Understand Introduction to ToT”,
ISBN-13: 979-8613100194

David Hanes, Gonzalo Salgueiro, Robert Barton, Jerome Henry, “loT Fundamentals: Networking
Technologies, Protocols, and Use Cases for the Internet of Things”, Cisco Press, ISBN-13: 978-1-58714-
456-1 ISBN-10: 1-58714-456-5 Curriculum for Third Year of Computer Engineering (2019 Course),
Savitribai Phule Pune University

David Etter, “IoT Security: Practical guidebook”, amazon kindle Page numbers, source ISBN
:1540335011.

Brian Russell, Drew Van Duren, “Practical Internet of Things Security”, Second Edition, Packet
Publishing, ISBN: 9781788625821

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Mark | Total | Passin
S g
: Attendance 12
Progressive
Continuous Evaluation Implementation 18
Comprehensive of Assignments
Evaluation (CCE)
Quality of Journal 10 50 20
Viva-Voce 10
End Evaluation Practical 50 50 20
Examination
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Course Program Multi-Disciplinary Course VI

Course Code

IT124MD609

Course Title: Artificial Intelligence in Cyber Security

Teaching Scheme

Evaluation Scheme

Theory Marks Practical Marks
L T P SL* Cr Exam Min Max | Min
Max | Marks for Pass
for Pass
2 0 0 - 2 CCE 50 20 |40 - -
Total Hours ESE 50 20 - -
30 0 0 30 Total hrs: 60

e Prerequisites : Cyber Security, Basic Concepts of Al, ML Data Science

Course Obijective

security applications

detection and malware classification.
and poisoning attacks.

security systems

of integrating Al into modern SOCs.

1. Explain the fundamental Machine Learning (ML) paradigms and data preparation techniques essential for
2. Implement and evaluate basic ML models for primary defensive use cases, specifically network anomaly
3. Analyze and characterize the vulnerabilities of Al models, detailing the concepts of adversarial evasion
4. Design and justify appropriate data and model security controls to enhance the robustness of Al-driven

5. Discuss and propose solutions for the ethical, compliance (e.g., bias, privacy), and operational challenges

Course Outcomes: Outcome is specification of course the student will

CO1 | Explain the fundamental Machine Learning (ML) paradigms and data preparation techniques
essential for security applications. BT2
CO2
Implement and evaluate basic ML models for primary defensive use cases, specifically network BT3
anomaly detection and malware classification
CO3
Analyze and characterize the vulnerabilities of Al models, detailing the concepts of adversarial BT3
evasion and poisoning attacks.
CO4 | Design and justify appropriate data and model security controls to enhance the robustness of Al-
driven security systems BT4
CO5| Discuss and propose solutions for the ethical, compliance (e.g., bias, privacy), and operational BT5
challenges of integrating Al into modern Security Operations Centers (SOCs).
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Syllabus

Unit | AIl/ML and Security Foundations 7 hrs

Introduction to Cyber Security, The Al-Security Imperative: Limitations of signature-based systems; the need
for adaptive security.ML Fundamentals Review: Supervised, Unsupervised, and Semi-Supervised
Learning.Data Preparation for Security: Sources of security data (Syslogs, NetFlow, Executables); Feature
Engineering—converting raw security data into numerical features.Core Algorithms & Evaluation: Quick
overview of foundational models (k-NN, Decision Trees, K-Means). Key performance metrics, with special
emphasis on the trade-off between Precision and Recall in security contexts (i.e., minimizing False
Positives/Negatives).

Unit 1 Al for Network and Threat Detection 6 hrs

Anomaly Detection Techniques: Statistical anomaly detection; using Clustering (e.g., K-Means, Isolation
Forest) to profile "normal™ network traffic and flag deviations.Intrusion Detection Systems (IDS): Designing
ML-based NIDS (Network Intrusion Detection Systems); using CNNs/RNNs for Deep Packet Inspection
(DPI) on network flows.User and Entity Behavior Analytics (UEBA): Modeling normal user behavior for
insider threat detection; use of time-series analysis to detect session hijacking or privilege escalation.Threat
Intelligence and Automation: Using Al to analyze unstructured threat reports (CT1) and correlate alerts across
different systems (SOAR integration).

Unit I11] Al for Endpoint and Malware Analysis |6 hrs

Malware Classification: Static analysis (extracting features like API calls, byte n-grams); Dynamic analysis
(sandboxing data); applying ML models like Random Forest and Deep Learning for zero-day malware
detection.Phishing and Social Engineering: Using Natural Language Processing (NLP) techniques to analyze
email headers, content, and URLs for phishing indicators.Security Log Analysis: Using sequence models
(RNNSs/LSTMs) to detect complex attack patterns buried in massive system logs.Vulnerability Management;
Using ML to prioritize vulnerabilities (CVESs) based on historical exploitation risk and asset criticality.

Unit IV Adversarial Al and Model Security 6 hrs

Adversarial Machine Learning (AML) Overview: Defining the threat model (knowledge of the attacker:
white-box vs. black-box).Model Evasion Attacks: Generating Adversarial Examples to fool detection models
(e.g., small, imperceptible changes to a malware file to bypass a classifier).Model Poisoning Attacks:
Contaminating the training data to inject backdoors or degrade the model's performance in a targeted
way.Defense and Robustness: Introduction to defensive mechanisms: Adversarial Training and Model
Hardening. Principles of Explainable Al (XAI) to build trust and auditability in security models.

Unit V Advanced Topics and Future Trends 5 hrs

Al in Specialized Security Domains: Overview of Al applications in Cloud Security (Case Study of auto-
scaling defense, policy enforcement) and 10T/CPS Security (Case Study of device fingerprinting, anomaly
detection in sensor data).Generative Al in Cybersecurity: The dual use of Large Language Models (LLMs):
Defense (Case study of summarizing incidents, policy generation) and Offense (automated exploit generation
advanced phishing).Ethical Al and Governance: The problem of Algorithmic Bias in security models (e.g.,
disproportionate false positives for certain users). Regulatory impact (e.g., GDPR, Data Protection Bills) and
the need for Fairness and Transparency. Autonomous Security: The vision of fully autonomous Al security
agents and the associated trust and risk management challenges.

Textbooks:
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1. 1. Artificial Intelligence for Cybersecurity Author: Leslie F. Sikos

2. Machine Learning and Security Authors: Clarence Chio & David Freeman (O’Reilly).
3. Malware Data Science Authors: Joshua Saxe & Hillary Sanders

4. Adversarial Machine Learning Authors: Battista Biggio & Fabio Roli

5. Deep Learning Authors: lan Goodfellow, Yoshua Bengio, Aaron Courville.

Reference Books:

N

Artificial Intelligence for Cybersecurity Author: Leslie F. Sikos Publisher: Springer

Machine Learning and Security Authors: Clarence Chio & David Freeman Publisher: O’Reilly
Malware Data Science: Attack Detection and Attribution Authors: Joshua Saxe & Hillary
Sanders Publisher: Wiley

Adversarial Machine Learning Authors: Battista Biggio & Fabio Roli Publisher: Cambridge
University Press

5. Deep Learning Authors: lan Goodfellow, Yoshua Bengio & Aaron Courville Publisher: MIT Press
Journal Papers:
1. Al-Driven Cybersecurity: Threat Detection, Incident Response, and Future Directions Journal:

Journal of Information Security and Applications (JISA)Indexing: ScopusYear of Publication:
2022 Publisher: Elsevier ISSN: 2214-2126 E-ISSN: 2214-2126

V Lab:

1.
2.
3

Numerical Representation , https:// p - iiith.vlabs. ac .in/exp/ numerical — representation/
Permutation , https://ps -iiith.vlabs.ac.in/
Factorial , https ://ps-iiith.vlabs.ac.in/exp/factorials/

NPTE

L:

1.
2.
3.

https://onlinecourses.nptel.ac.in/noc25_cs46/preview
https://onlinecourses.nptel.ac.in/noc23_ee87/preview?utm_source=chatgpt.com
https://onlinecourses.nptel.ac.in/noc25_cs46/preview

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Scheme for Theory Examination

Component

Level

Unitl | Unit2 | Unit3 | Unit4 | Unit5 | 1otq Passing

Continuous Comprehensive
Assessment (CCE)

Faculty 10 10 10 10 10 50 20

End Semester Examination
(ESE)

Institute 10 10 10 10 10 50 20

Continuous Comprehensive Evaluation (CCE) Plan (50 Marks)

Component Weightage Description
(Marks)

Assignments 10 Assignments are designed to assess students’ understanding of
theoretical concepts and their ability to apply those concepts to practical
problems.

Quiz 10 Quizzes evaluate how well students grasp the key concepts taught in
lectures.
10 The technical poster activity helps students present technical
Technical Poster information visually and concisely.

\/Lab-Based 10 This assessment evaluates students’ ability to perform experiments

Assessment using Virtual Labs (VLab).

Mini Case Study 10 The mini case study helps students apply theoretical knowledge to real-
Analysis world situations.
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Course Category

Program VSEC Course VI

Course Code

IT124VS610

Course Title: Cloud Application Development Lab

Teaching Scheme

Evaluation Scheme

Theory Marks Practical Marks
L T P SL*| Cr |Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 4 - 2 CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 52 08 Total hrs:60

Prerequisites: Basic programming knowledge, familiarity with Linux commands, computer networks
fundamentals, and basic web/API concepts are recommended for performing Cloud Application Development

laboratory experiments.

Course Objective

The course aims to enable students to:

AR

To introduce the fundamental concepts of cloud computing.
To provide exposure to major cloud platforms.
To develop the ability to design and build cloud-native applications.
To enable students to apply DevOps practices.
To equip students with skills in cloud security, governance, cost optimization, and problem-solving.

Course Outcomes: Outcome is specification of course the student will

CO1 | Explain the fundamental concepts of cloud computing, service models, deployment models, and

cloud-native architecture. BT2
CO2 | Identify and use core cloud services such as compute, storage, networking, databases, and IAM BT3
available on platforms like AWS, Azure, and GCP
CO3 |Develop cloud-native applications using micro services, server less functions, APIs, and event- BT4
driven components.
CO4 [Implement DevOps practices including CI/CD pipelines, containerization, orchestration, and BT5
Infrastructure as Code for automated cloud deployment.
CO5 |Design secure, scalable, and cost-optimized cloud solutions and justify architectural decisions
using real-world case studies BT6
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Guidelines for Instructor's Manual

3. The faculty member should prepare the laboratory manual for all the experiments and it should
be made available to students and laboratory instructor/Assistant.

Guidelines for Student's Lab Journal

13. Student should submit term work in the form of handwritten journal based on specified list of
assignments.

14. Practical Examination will be based on the term work.

15. Candidate is expected to know the theory involved in the experiment.

16. The practical examination should be conducted if and only if the journal of the candidate is
complete in all aspects.

Guidelines for Lab /TW Assessment

7. Examiners will assess the term work based on performance of students considering the parameters such as
timely conduction of practical assignment, methodology adopted for implementation of practical
assignment, timely submission of assignment in the form of handwritten write-up along with results of
implemented assignment, attendance etc.

8. Examiners will judge the understanding of the practical performed in the examination by asking some
questions related to theory & implementation of experiments he/she has carried out.

9. Appropriate knowledge of usage of software and hardware such as tags, coding standards, design flow to
be implemented etc. should be checked by the concerned faculty member(s).

Guidelines for Laboratory Conduction

The instructor is expected to frame the assignments by understanding the prerequisites, technological aspects,
utility and recent trends related to the topic. The instructor may set multiple sets of assignments and distribute
among batches of students. It is appreciated if the assignments are based on real world problems/applications.
All the assignments should be conducted on 64-bit open-source software.

List of Laboratory Assignments

Group A: Cloud Fundamentals & Core Services (CO1, CO2)

Assignment 1

Cloud Platform Setup and Service Models Study

a) Create an account on any cloud platform (AWS/Azure/GCP) and log in to the console.
b) Explore and list available services under compute, storage, and networking.

¢) Identify and classify services under laaS, PaaS, and SaaS models.

Assignment 2

Virtual Machine Creation and Management

a) Launch a Virtual Machine (VM) instance on cloud.

b) Connect to the VM using SSH (Linux) or RDP (Windows).
¢) Install basic packages/software and verify installation.

Assignment 3

Cloud Storage Management

a) Create a storage bucket (S3/Blob Storage).

b) Upload and download files from the bucket.

c¢) Configure access permissions (public/private) and enable versioning.

Group B: Cloud Application Development (CO3)
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Assignment 4

Static Website Deployment

a) Create a simple HTML/CSS website.

b) Deploy the website using cloud storage service.
¢) Configure public access and test using URL.

Assignment 5

REST API Development and Deployment

a) Develop a simple REST API (using Node.js / Python).
b) Deploy the API on a cloud VM or platform service.

c) Test APl endpoints using Postman

Assignment 6

Serverless Function Deployment

a) Create a serverless function (AWS Lambda / Azure Function).
b) Configure HTTP trigger for the function.

c) Execute and verify the output in JSON format.

Assignment 7

Event-Driven Application

a) Create a messaging service (Queue / Pub-Sub).

b) Configure producer to send messages.

c) Create consumer to receive and process messages.

Group C: DevOps, Containers & Monitoring (CO4)

Assignment 8

Containerization using Docker

a) Install Docker and verify installation.

b) Create a Dockerfile for a simple application.
¢) Build and run the Docker container.

Assignment 9

Container Deployment on Cloud

a) Upload Docker image to registry (Docker Hub / Cloud Registry).
b) Deploy container on cloud VM or container service.

c) Access application using public IP

Assignment 10

CI/CD Pipeline Implementation

a) Create a GitHub repository and push application code.

b) Configure CI/CD pipeline using GitHub Actions / GitLab CI.
¢) Automate build and deployment process.

Mini Project

Choose ANY ONE of the following topics and develop a complete parallel solution:
Option 1 — Cloud-Based Student Management System

Design and implement a cloud-hosted application to manage student records using cloud services. The system
should include a frontend interface, backend API, and cloud storage/database, demonstrating deployment and

basic monitoring.
Option 2 — Serverless Feedback Collection System

Develop a fully serverless cloud application that collects and processes user feedback. The system should use

serverless functions, event triggers, and cloud storage to handle requests efficiently
Option 3 — Cloud-Based File Storage and Sharing System

Implement a cloud application that allows users to upload, store, and share files securely using cloud storage

services, access control mechanisms, and optional API integration.
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Reference Books:

1. Rajkumar Buyya et al., “Mastering Cloud Computing: Foundations and Applications Programming”, McGraw-
Hill / Elsevier, Latest Edition: 2nd Edition (2024 / 2026 update)

2. Thomas Erl, Ricardo Puttini, Zaigham Mahmood, Cloud Computing: Concepts, Technology & Architecture
Pearson, Edition: 1st Edition (2013)

3. Rajkumar Buyya, James Broberg, Andrzej Goscinski, Cloud Computing: Principles and Paradigms
Wiley, Edition: 1st Edition (2011)

4. John W. Rittinghouse, James F. Ransome, Cloud Computing: Implementation, Management, and Security
,CRC Press / Taylor & Francis Edition: 1st Edition (2010)

SL*: Self learning hours mentioned in the curriculum is mandatory for all the students to complete.
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Course Non-Credit Mandatory Course VI |Course Code IT124NC611
Category
Course Title: MOOC’s
Teaching Scheme Evaluation Scheme
Theory Marks Practical Marks
L T P SL*| Cr | Exam Min Max | Min
Max | Marks for Pass
for Pass
0 0 2 - 0 |CCE - - |- 50 20 40
Total Hours ESE - - 50 20
0 0 20 - Total hrs:20

MOOC: Reinforcement Learning (https://onlinecourses.nptel.ac.in/noc22_cs75/preview) select any one Massive
Open Online Course (not less than 8 weeks) listed below:

Sr. No. MOOC Name Links
1 Quantum Computing https://nptel.ac.in/courses/106106
232/preview
2 Spatial Informatics https://onlinecourses.nptel.ac.i

n/noc22_cs108/preview

2 Scalable Data Science https://onlinecourses.nptel.ac.i
n/noc22_cs105/preview

3 Machine Learning for Earth https://onlinecourses.nptel.ac.i
System Sciences n/noc22_cs119/preview
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Course Category | Non-Credit Mandatory Course VI | Course Code IT1240E612

Course Title: Aptitude & Technical Mastery Placements IV

Teaching Scheme Evaluation Scheme
Theory Marks | Practical Marks
L T P Cr Exam Min Min
Max | Marks for | Max
Pass For Pass
0 0 40 0 CCE
Total Hours ESE
50 20
0 0 40 Total hrs:40

Basic Mathematical Knowledge, Basic Logical Thinking Ability, Basic Communication Skills, Problem-
Solving Interest, Awareness of Placement Process

Course Objective

The course aims to enable students to:

a s N E

To understand basic quantitative and numerical aptitude concepts.
To learn logical reasoning and problem-solving techniques.

To develop effective group discussion skills.

To improve communication and interview performance.

To prepare students for placement and recruitment processes.

Course Outcomes: After successful completion of the course, the student will be able to

CO1 | Apply quantitative aptitude concepts to solve placement-based numerical problems. BT 3
CO2 | Analyze logical reasoning questions to make accurate and quick decisions. BT 4
CO3 | Demonstrate effective communication and teamwork during group discussions. BT 4
CO4 | Prepare and present confident responses in personal interviews. BT5
CO5 | Exhibit overall placement readiness using professional and interview skills. BT5
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Syllabus
Unit | Analytical Mathematics
Partnerships , Geometry 2D , Geometry - 3D, Percentages

Unit 11| Numerical Problem Solving |
Simplifications & Approximations , Surds and Indices , Logarithms, Alligations & Mixtures

Unit 111 | Logical Thinking & Problem Solving 8
Inequalities, Seating arrangement, Mirror and water images , Alphabet Series + Analogy, Number Pu

Unit IV Group Interaction Skills

Types of Group Discussions, Topic Analysis & Content Building, Evidence-Based Arguments, Speak
& Vocal Modulation Skills, Handling Dominant or Silent Participants, Time Management in GD,
Conflict Resolution in GD, Leadership in GD

Unit V | Interview Preparation Skills K
Grooming & Professional Appearance, Company & Role Research, Questions to Ask the Interviewer
Handling Difficult Situations, Communication Mastery for Interviews, Interview Psychology, Body

Language Interpretation, Personal Branding for Interviews, Salary Negotiation Basics, Red Flags & F
to Avoid Them

Text Books:
1. Quantitative Aptitude for Competitive Examinations — R.S. Aggarwal
2. How to Prepare for Quantitative Aptitude for CAT — Arun Sharma
3. Fast Track Objective Arithmetic — Rajesh Verma
4. Quantitative, Analytical, Logical & Verbal Aptitude for Campus Placement — Joseph M. Mathew
Reference Books:
Business Communication — Bovee, Thill & Chaturvedi
Technical Communication — Raman Sharma
Improve Your Communication Skills — Alan Barker

How to Prepare for Group Discussion and Interview — Hari Mohan Prasad & Rajnish Mohan
Resumes and Interviews: The Art of Winning — M. Ashraf Rizvi

agrwNE

Journal Papers:

1. Review on Employability Skills
https://www.researchgate.net/publication/271293771 A Review on Employability Skills

2. Soft Skills and Software Development: A Reflection from the Software Industry
https://arxiv.org/abs/1507.06873

SL*: Self learning hours mentioned in the curriculum is mandatory for all the
students to complete.
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Rubrics for Continuous Evaluation

Component Level Parameters Marks| Total Passing
Continuous Progressive  |Regular Attendance and Participation 10
Comprehensive Evaluation . 50 20
Evaluation Assessment taken by appointed vendors | 4,
(CCE)
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Multiple Entry and Multiple Exit

As per Nep 2020 policy, students have the provision of Multiple entry and Multiple Exit

options.
The following are the details of the additional credits which the students have to
additionally, complete for the applicable exit options.
1. The additional 8 Credits for EXit option courses, that are based on Internships/
Skill Courses / mini projects and So on is as stated below.
The structure of the Exit course will be as below
Course Details Qualification 4 Credits 4 Credits
Basket Title
EXITO |After FY BTech |One  Year UG Internship in | Domain
with ~ Eligible (Certificate in Engg./ Industry/ Incubation | Specific Mini
Credits Tech Centre Project
EXIT 1 |After SY BTech [Two Years UG Internship in | Domain
with  Eligible [Diploma in Engg.| Industry/ Incubation | Specific Mini
Credits Tech Centre Project
EXIT 2 |After TY BTech [Three Years Internship in | Domain
with  Eligible [Bachelor’s Degree in Industry/ Incubation | Specific Mini
Credits \/ocation (B. | centre Project
\Voc.) or B. Sc.
(Engg./ Tech.)
Credit Framework
ualification Credit Requirements
Lagels " Title Wil [ Mamos | S | ves
4.5 One Year UG 40 44 2 1
Certificate in
Engg./ Tech.
5.0 Two Years UG 80 88 4 2
Diploma in Engg./
Tech.
5.5 Three Years 120 132 6 3

Bachelor’s Degree
in Vocation (B.
Voc.) or B. Sc.
(Engg./ Tech.)

4-Years

Bachelor’s degree

*** Concerned Students must Mandatorily complete additional 8 credits in 4 weeks’
time for the available Exit options as per the UGC Guidelines

156



D Y Patil College of Engineering, Akurdi, Pune

\¥4
i p An Autonomous Institute from AY 2024-25, Affiliated to Savitribai Phule Pune University,

D. Y. PATIL COLLEGE

OF ENGINEFRING, Department of Information Technology
AR Third Year Engineering TY B Tech Semester VI (2024 Course)

a. Multiple Exits: Students will have the flexibility to enter a programme in odd semesters and exit a
programme after the successful completion of even semesters as per their future career needs.

I. Students exiting the First Year programme after securing minimum 40 credits will be awarded
UG Certificate in the relevant Discipline
/Subject provided they secure 8 credits in work-based vocational courses or internship /
Apprenticeship offered during summer vacation in addition to 4 credits from skill-based courses
earned during the first and second semester.

Ii. Students exiting the Second Year Programme after securing minimum 80 credits will be
awarded UG Diploma in the relevant Discipline
/Subject provided they secure additional 8 credits in skill-based vocational courses (skill-based
courses, internship, mini projects etc) offered during summer vacation after the second year.

iii. Students exiting the 3-year UG program will be awarded B.Voc. in the relevant Discipline
/Subject upon securing minimum 120 credits with additional 8 credits in skill-based vocational
courses (skill-based courses, internship, mini projects etc.) offered during summer vacation
after the sixth semester.

Iv. EXxit options shall be provided with Certification, Diploma and B. Vocational degrees to the
students at the end of the second, fourth and sixth semester, respectively, in the four-year degree
programme. Students will receive a Bachelor’s degree with the single minor on successfully
completing all eight semesters of the UG Programmes either at a stretch or with opted exits and
re-entries. In addition to this, student will receive a Bachelor’s degree with Double
Minor/Honours/ Research subject to earning additional 18 credits.

b. Re-entry or Lateral Entry: Students, opting for exits at any level, will have the option to re-enter the
programme from where they had left off, in the same or in a different higher education institution
within four years of exit and complete the degree programme within the stipulated maximum
period of eight years from the date of admission to first year UG.

c. Re-entry at various levels for lateral entrants in academic programmes shall be based on the earned
and valid credits as-deposited and accumulated in the Academic Bank of Credits (ABC) through
Registered Higher & Technical Education Institutions (RHTEI) and proficiency test records.

d. Lateral entry into the programme of study leading to the UG Diploma/ B. Vocational/ UG Bachelor’s
Degree with single minor/ UG Bachelor’s Degree with Double Minor/ Honours /Research will be based
on the validation of prior learning outcomes achieved and subject to availability based on intake
capacity.
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